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ABSTRACT

Today, increasing the science and technology and the communication technologies, especially in
cyberspace, however physically act have become interact with cyberspace has caused a more significant
effect on the culture and geography of each country. Accordingly, dealing with these physical crimes
interacts with cyberspace. Therefore, detecting crimes and identifying criminals using old methods is almost
impossible. Therefore, databases and their processing can play an essential role in detecting crime patterns
for police-security organizations. The highly effective methods and tools of social network analysis can
discover the pattern and extract knowledge from the database to prevent and control crime. This article
explores crime rules using social network analysis methods and offers suggestions for preventing crimes
and identifying perpetrators. The analysis of social networks has great importance, and the results obtained
from these analyzes can be used in similar applications. In this article, the first has been collected the data
related to currency disruptors in recent years, then analyzed this data with social network techniques and
identified compelling features for identifying virtual nodes. The results show that social network analysis
methods have simulated a model with acceptable accuracy and introduced destructive nodes by analyzing
features. However, identifying destructive nodes and crime prevention can be considered, thoroughly
describing how to do this in the paper.
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