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Mobile botnets detection using deep learning techniques
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ABSTRACT

Smartphones are now well integrated with advanced capabilities and technologies such as the Internet.
Today, due to the facilities and capabilities and the widespread use of smart mobile devices, mobile security
has become a vital issue worldwide. Smartphones are not properly protected compared to computers and
computer networks, and users do not consider security updates. Recently, mobile devices and networks have
been targeted by one of the most dangerous cyber threats known as botnets. Mobile Bantent An enhanced
example of Boutons has the ability to perform malicious operations such as denial of service attacks, data
theft, eavesdropping, and more. Bunters use three communication protocols: HITP, SMS and Bluetooth to
communicate with each other; So when users are not connected to the Internet, botnets are able to
communicate with each other. In this study, to identify mobile batonet from 14 Android baton families,
including 1932 samples of Android mobile devices applications and 4304 samples of safe and secure
Android mobile devices applications have been used. Application permissions were extracted for reverse
engineering to automatically classify and detect types of botnets, then based on these permissions, each
application was converted to an equivalent image using the proposed method. Labeled images were then
used to train convolutional neural networks. The results of evaluation and comparison of this method with
classical methods including backup vector machine and decision tree showed that the proposed method is
able to achieve higher efficiency in detecting different types of botnets and separating it from healthy
programs.
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Algoritm.2 Create Images of Botnet applications according to MP lists

Input: Merged permissions MP,
Normal permissions NP,
Botnet permissions BP,

Output: Images of applications

1 I X ] «0x0;
2. Listl < newlist();
3. L « Botnet permissions.lenght ;
4. if l==0:
4.1. data < np.zeros (61,61)
4.2. Save image (data);
5 If <> 0;
5.1. data « np.zeros (61,61)

5.2. For j inrange (0,1) :

5.3. If BP in MP :

5.4. row = wvec[j]

5.5. col = wvec[j +1]
5.6. data [row,col] =1
5.7. Save image (data) ;
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Algorithml Create a merge list of permissions

Input: Botnet permissions BP
Normal permissions NP,

Output: Merged permissions MP

Procedure:

rixke 0x0

: Bl + Botnet permissions. length;

: NI «— Normal permissions. length;

MP: newlist();

‘While i << BI:

5.1: MP. append(BI[i])

S52tie—i+1

6: End While

7: While k = NI:

7.1: MP. append(NI[k])

72k« k+1

8: End While;

9:; Calculate the frequency of list elements MP;
10: Select 61 permissions with the highest frequency
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Input_11 (Input Layer) (None, 61,61,1) 0
Conv2d_30 (Conv2D) (None, 61,61,12) 120
Max_pooling_30 (Maxpooling2D)  (None, 61,61,12) 0
Conv2d_32 (Conv2D) (None, 61,61,48) 5232
Max_pooling_32 (Maxpooling2D)  (None, 31,31,48) 0
Flatten_10 (Flatten) (None, 46128) 0

dense_30 (Dense ) (None,48) 214192
dense_31 (Dense ) (None, 24) 1176
dense_32 (Dense ) (None, 14) 350
Total params 12,221, 070

Trainable params 12,221,070
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