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Abstract

One of the goals of spoofing nowadays is to provide the GPS receiver a fake signal. This way, the re-
ceiver will produce misleading time and position problems. This paper proposes two new methods for de-
tecting and cancelling spoofing in GPS receivers. These anti-spoofing methods use Kalman filter and re-
current neural network to mitigate spoofing effects on GPS receivers. These methods are also used as an
adaptive reduction factor to overcome spoofing effects. The performance of proposed method is analyzed in
presence of spoofing signals. Experimental results show that the average pseudo-range RMS error im-

provement is 45% and 65% for Kalman filter based method and recurrent neural networks based method,

respectively.
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