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Abstract

Impossible differential attack is considered as one of the most efficient attacks on block ciphers. The
main idea of this attack is to find the differences with zero probability to eliminate the wrong keys and, as a
result, to find the right one. Because of having good diffusion in comparison with Feistel algorithms, Pic-
colo has remained secure against the differential attacks. In this paper, using some structural weaknesses
of the algorithm, a differential attack is executed on 9 rounds of it. The time, data and memory complexity

26644

of the attack are for 9-rounds Piccolo-80 encryptions, 2% chosen plaintext and 2’ bytes of memory,

respectively.
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