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Abstract

Distributed Denial of Service (DDoS) attack is the widespread sending of valid or invalid packets to a server on
the Internet, occupying its bandwidth and preventing execute legitimate requests of other users. The best approach
to secure the network from such attacks is to exploit security controls such as intrusion detection and prevention
systems. Cyber security researchers have significantly focused on identifying and counteracting this attack and
have increased the accuracy and performance of security systems by providing various artificial intelligence
solutions. The purpose of this paper is also to provide a solution for detecting DDoS attack, where, decision tree,
multi-layer perceptron and random forest classifiers have been utilized in an ensemble method to mitigate the over-
fitting problem. Also, two approache, i.e., batch learning and active learning have been implemented and evaluated
in the classification phase of the proposed method. The evaluation results show that the mean value of accuracy in
DDoS attack detection is 99.81%.

Keywords: DDosS attack detection, Network traffic classification, Network security, Ensemble method, Active
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Labeled dataset

(DDoS , BENIGN , Suspicious)

A 4
Classification

(Random forest + MLP + Decision tree)

Ensemble method
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DDoS attack
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Labeled dataset
(DDoS ., BENIGN |, Suspicious)

{ |

Dataset pool
%670 of Dataset

Draw - Iteration == 100
Accurac v — ltaration Mo
Pioe Dataset pool 1= MNull

v_probab =047
= - o)
robab <- 053
F Y_P =
r
Ve
h 4

Evaluate
Accuracy and MSE

" Lnert_pt_ind = rul o

ven

-~/
Train set 4 . .
P Oracle Uncertainty sampling Strategy
Instances with True Label

B8 650k - gt - dllis golgiing el () S50
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START
GET dataset
Create variable x_train, y_train, unlabel, label
Create variable LR _classifier, y_probab
CALL split_dataset Function (dataset, 0.05, 0.25)
For Iteration = 1 to 100 and Dataset pool not equal with Null
For i Less than or equal to ‘5’
LR classifier = CALL Logistic Regression Function ()
CALL LR classifier_fit model Function (x_train, y_train)
y_probab = CALL LR _classifier predict proba Function (unlabel) [: ,0]
Declare an Array uncertainty_index = []
If y_probab greater than or equal to 0.47 And y probab less than or equal to 0.53 THEN
uncertainty_index [] =y probab
If uncertainty_index[i] not equal with Null THEN
v with true label = Oracle Function (x train, y train)
SET TrainSet to TrainSet + y with true label
End If
End If
End For
NewTrainSet = TrainSet
CALL Random_forest_Classification_Function (NewTrainSet)
CALL Decision _tree _Classification_Function (NewTrainSet)
CALL Multilayer _perceptron_Classification Function (NewTrainSet)
CALL Ensemble_method Function ()
Evaluate Accuracy and MSE (Mean squared error)
End For
END
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? Canadian Institute for Cybersecurity
3 Packet level

* Flow level

5 Obfuscation

¢ Utilization
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’ Bagging

* Voting Majority
’ Hyperparameter
¢ Over fitting

" Tune
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" Shuffling and randomization
2 Missing values
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Best Parameters: Value
criterion entropy
n_estimators 300

Best Score found: 99.79%
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2 Voting Classifier
3 Bagging
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Accuracy
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0.86 — train accuracy
—— test accuracy
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Humber of tree depth
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Best Parameters: Value
activation tanh
Alpha 0.05
hidden_layer_sizes (4,4,4)
learning_rate adaptive
solver adam
Best Score found: 99.68%
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foriin range(100):
# split dataset into train (%35), test (%25), unlabel (%70)

x_train, y_train, x_test, y_test, unlabel, label = split (dataset, 0.05, 0.25)

# Query Strategy Framework --> Uncertainty Sampling
foriin range(5):
LR_classifier = LogisticRegression()
LR_classifier fit{x_train, y_train)
y_probab = LR_classifier.predict_proba(unlabel)[:,0]
p = 0.47 # range of uncertanity 0.47 to 0.53
uncrt_ind =[]
for i in range(unlabel.shape[0]):
if {y_probabl[i] >= p and y_probab[i] <= 1-p):
uncrt_ind.append(i)
x_train = np.append {unlabel[uncrt_ind, :], x_train, axis = 0)
y_train = np.append (label[uncrt_ind], y_train})
unlabel = np.delete (unlabel, uncrt_ind, axis = 0)

label = np.delete (label, uncrt_ind)

oyligs 1) Joe (hgel ools acgazms Sluyiera 5l m
oS = N
# Train model by Active learning

tr = DecisionTreeClassifier{max_depth=4,

max_features =4 ,min_samples_leaf = 5)

mlp = MLPClassifier(hidden_layer_sizes=(4,4,4),

max_iter=200, alpha=0.05, solver="adam’, random_state=1)

rf = RandomForestClassifier (criterion="entropy’,

n_estimators=300, max_depth=3)

JB e 50 00l S8 aisdiis daw jlas cul S5 a4 a3
o 00 oolazwl w)..Sl 6‘) '))Sf.ﬁ) l; 6{&915 U"’j) u)yada
o35 acc_active a1\l 15 g odds dmmlxe dl> e 8 s
KXY P
evc = VotingClassifier(estimators= [('tr', tr), ('rf', rf), {'mlp’, mlp}],voting="hard})

evc.fit{x_train, y_train)

acc_active.append(evc.score(x_test, y test))
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