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Risk evaluation of software code of embedded systems based
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Abstract

Today, safety in information technology systems is very important, and failure to guarantee the
safety of these systems and software defects, as well as programming errors and mistakes, can
cause heavy financial, psychological, and even life-threatening damages. be in the country It is
almost impossible to implement the code without defects and errors, very few of these
programming errors are identified when the program is compiled; But most of them remain
hidden. It is important to be able to determine the risky code before the production of the product
and prevent the release of a new version. In this article, the code complexity of embedded systems,
the number of code lines, and the number of instructions in each function are determined using
the Source Monitor tool. After this step, with the benefit of the safety management system or SMS
framework, project risk is analyzed using the risk assessment matrix. Also, common and frequent
errors in embedded systems (systems in C language) are investigated.

Keywords: Software safety, embedded systems, code complexity, safety management system
framework, risk assessment matrix



