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Identifying New Threats of Electronic Warfare in the Maritime
Domain by Relying on Artificial Intelligence and Data Mining

Seyed Reza Sharafi nejad!, MahmoudReza Razavi zade®
12 Imam Hossein (as) University

Abstract

Artificial intelligence refers to algorithms that can have correct and logical reactions as well as
behaviors similar to intelligent human behaviors; including understanding complex situations,
simulating human thought processes and reasoning methods, successfully responding to them, learning
and the ability to acquire knowledge and reason to solve problems. Artificial intelligence is a kind of
knowledge of knowing and designing intelligent agents and its scope of application is global. Artificial
intelligence is a vast field of intersection of many knowledges as well as a connecting link of old and
new sciences and techniques. Artificial intelligence is undoubtedly a new phenomenon in the field of
science and technology, which has had a great impact on the field of naval military equipment.
Artificial intelligence, like any other technology, has advantages and disadvantages, and as a result,
many opportunities and threats. In this article, after stating the introduction and presenting the problem
plan and its description, the opportunities of using artificial intelligence and data mining to improve
the performance of electronic warfare systems in the maritime domain are discussed. Then, the
advantage of using data mining with artificial intelligence compared to other methods to identify cyber-
electronic threats in the maritime domain is discussed. Finally, the identification phases of cyber-
electronic threats in the maritime domain are introduced by combining artificial intelligence and data
mining. In the end, after the solutions and proposals are proposed, discussions, summaries and
conclusions are presented.

Keywords: Electronic warfare, artificial intelligence, data mining, emerging maritime threats.
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