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ABSTRACT

With the advent of quantum computers, the need to protect quantum data as a fundamental issue has attracted the attention of
researchers. In this article,, a quantum audio watermarking approach based on a combination of echo hiding and least significant bit
(LSB) methods is proposed. In the embedding stage, the proposed approach first converts the host audio signal into QRDS quantum
display form and then generates a quantum echo signal from it. Next, ,it inserts the watermark data qubits into the resulting quantum
echo signal using the least significant bit method. Finally, the watermarked quantum signal is obtained from the result of the origi-
nal quantum signal and the echo quantum signal. In the extraction phase, of the proposed approach, based on the difference between
the samples of the original quantum signal and the received quantum signal, the watermark qubits are recovered. In addition, quan-
tum reversible circuits for insertion and extraction processes have been designed and implemented. The results obtained from the
evaluation and comparison of the proposed approach, in terms of transparency, robustness to attacks and also the embedding capaci-
ty, show that the proposed scheme compared to the quantum watermarking methods based on the LSB method, has a higher re-
sistance . In addition, the proposed method has a very good transparency (SNR=66.26dB) at the embedding capacity of 512 kbps,

which shows that the proposed method has been able to improve the compromise between robustness, transparency and capacity .
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forj=1toN:

# Apply Quantum Echo Kernel
echoed_frame = quantum_echo_kernel (delay_times,
amplitude_coefficient)
watermark_bit=watermark_sequencel[j]

# Embed watermark using Quantum Echo LSB for
watermark bit
watermarked_frame = quantum_echo_lIsb (echoed_frame,
delay_times, amplitude_coefficient, watermark_bit)

# Combine watermarked frame with the host signal
watermarked_signal = watermarked_frame + host_signal
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forj=1toN:
# Calculate the difference between host and
watermarked signals
difference_signal = host_signal - watermarked_signal
# Calculate the sum of the difference signal
sum_difference = sum  (difference_signal)
# Apply Quantum Echo Kernel
echoed_frame = quantum_echo_kernel(delay_times,
amplitude_coefficient)
sum_echoed = sum(echoed_frame)
# Compare sums to determine the watermark bit
if sum_difference < sum_echoed:
watermark_sequence[j] =0
else:
watermark_sequencel[j] = 1
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