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ABSTRACT

In recent years, the rapid development of knowledge-based organizations and companies and the need to
pay attention to all kinds of threats, attacks are considered as the most important factor in their
development. Therefore, the survival of these organizations depends on the principle of leveling all types of
threats and presenting a comprehensive conceptual model in these organizations. The main purpose of the
research is to present a conceptual model of the leveling of various threats in the security and cyber defense
of knowledge-based organizations in the country. The methodology of the above research is based on the
type of research to provide a conceptual model, it has a practical aspect, according to the purpose, it is of a
developmental-applicative type, considering the dimensions of the research that It deals with theoretical,
functional and operational areas. This research is divided in terms of purpose (type of research in the
category of applied-developmental research and in terms of research approach in the category of mixed
quantitative and qualitative research). In the qualitative section, by referring to articles, books and
research reports, upstream documents using the metacomposition method, dimensions, components and
indicators of the conceptual model of leveling various types of cyber threats in cyber security and defense in
knowledge-based organizations, the extraction and qualitative control of findings was carried out, based on
the findings of the model An initial concept was formed and after evaluation with scientific methods and
based on structural equation modeling, the proposed validation framework and the final conceptual model
were presented. To identify the dimensions and components of the model by studying previous researches,
theoretical literature as well as interviews with specialists and experts in this field, the dimensions and
components were extracted, then to validate the dimensions and components from the survey method (a
field from the statistical population of experts, experts) with tools The questionnaire was asked. After
performing valid tests (factor analysis test), the dimensions and components of the model were confirmed.
The results of the research findings showed that all the considered factors for each of the components have
a factor load greater than 0.4; Therefore, they load well on the relevant dimensions, or in other words, the
components of the subset of dimensions are related and form part of the model structures, Therefore, the
components are interdependent with the dimensions and have a meaningful relationship. The presented
conceptual model explained well the relationship between dimensions, components, and variables in order
to stratify the types of threats in security and cyber defense of knowledge-based organizations. The
calculation and analysis of the fit indices with the sofiware Smart-PLS ) also confirmed the conformity of
the conceptual framework and the experimental background with the reality.
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