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ABSTRACT

Nowadays, network-based computer systems play a vital role in today's modern society, and for this reason,
they may be the target of hostility or infiltration. In order to ensure complete security in a computer system
connected to the network, using a firewall and other intrusion prevention mechanisms is not always enough.
This need has led to the use of other systems called intrusion detection systems. An intrusion detection
system can be considered a set of tools, methods, and documents that help identify, determine, and report
unauthorized or unapproved activities on the network. Intrusion detection systems are created in the form of
software and hardware systems, each with its own advantages and disadvantages. Due to the presence of
many features in the data related to intrusion detection systems, this thesis focuses on selecting the desired
and effective features using Unsupervised Extreme Learning Machine. A model for data classification is
then presented using UELM. To evaluate the performance of the proposed method, the NSL-KDD database
is used because it contains more realistic records than other intrusion detection datasets. The test results
show that UELM achieves an accuracy of 98.38%, compared to GWO's accuracy of 93.74%. The
superiority of UELM in classification and intrusion detection problems is attributed to its robust and
generalizable structure as an unsupervised neural network.
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The UFSELM algorithm.

Input: Normalized data XeR™*¢,

Laplacian matrix L eR™ ",

Number of clusters c,

Number of neurons m,

Trade-off Parameters Aand 2;,

Number of iterations t.

Output: %Ius_ter indicator matrix F eR™¢.
egin

i

Initialize the cluster indicator matrix F by k-Means clustering on X.

Generate input weights and biases of hidden neurons randomly and calculate the centered hidden

2
3
layer output matrix H.

4. Initialize B eR™™ as an identity matrix. _
5. Compute Qby Q = H'H + A,B'+ 2,H"LH
6. Repeat N
7. Update g = Q" 'HF
8. foreach diagonal element of B do

© oo

1
Update B;; =
67 Bi+e
10. end

11. Update by Q = HTH + 2,B + A, H'LH
12. Update F by solving problem
13. Engl Reaching t-th iteration.;

n

UFSELM qi 555!

69979 (5999 01> i ¥l XeR™4

ety s o L €R™T
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Output: (Sig) sl abss o yLF eR™C.
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clc
clear
close all

[data, Ibl] = PrepareData('KDDData.txt");
rmv_id =[];
for i = 1:size(data,2)

if numel(unique(data(:,i)))==1

rmv_id = [rmv_id i];

end
end
data(:,rmv_id) = [J;

data = mapminmax(data’,0,1)’;
[nD,nFea] = size(data);

% initialize parameters
nPop = 20;

Ib=0;

ub =1,

Max_iter = 10;

%Create data test and train
cv = cvpartition(lbl,'holdout',0.2);

dataTrain = data(cv.training,:);
IbITrain = Ibl(cv.training);

dataTest = data(cv.test,:);
CODE-PAPER
IbITest = Ibl(cv.test);

% initialize alpha, beta, delta, gama, teta
Alpha.pos = zeros(1,nFea);
Alpha.score = -inf;

Beta.pos = zeros(1,nFea);
Beta.score = -inf;

Delta.pos = zeros(1,nFea);
Delta.score = -inf;

Gamma.pos = zeros(1,nFea);
Gamma.score = -inf;

Teta.pos = zeros(1,nFea);
Teta.score = -inf;

%Initialize the positions of search agents
indiv.pos = [];
indiv.score = [];
Pop = repmat(indiv,1,nPop);
for i=1:nPop
while(1)
sol = round(Ib+(ub-lb)*rand(1,nFea));
if sum(sol)>0
break
end
end
Pop(i).pos = sol;
end

rnd = rand;

if rnd<(1/5)
Pop(i).pos(j) = X1(j);

elseif rnd>=(1/5) && rnd<(2/5)
Pop(i).pos(j) = X2(j);

elseif rnd>=(2/5) && rnd<(3/5)
Pop(i).pos(j) = X3(j);

elseif rnd>=(3/5) && rnd<(4/5)
Pop(i).pos(j) = X4();

else
Pop(i).pos(j) = X5(j);

end

end

while(sum(Pop(i).pos)==0)
sol = round(Ib+(ub-Ib)*rand(1,nFea));
Pop(i).pos = sol;
if sum(sol)>0
break
end
end
end
iter = iter+1;
end

sol = Alpha.pos;
nf_sel = sum(sol==1);

dataTrain = dataTrain(:, sol==1);
dataTest = dataTest(:, sol==1);

SVMModel = fitcsvm(dataTrain,IblTrain);

pribl_Tr = predict(SVMModel,dataTrain);
Cmat_train = confusionmat(IblTrain,prlbl_Tr);
TP = Cmat_train(1,1);

TN = Cmat_train(2,2);

FP = Cmat_train(2,1);

FN = Cmat_train(1,2);

Accuracy_train = (TP+TN)/(FP+FN+TP+TN);
DetectionRate_train = TP/(TP+FN);
FalseAlarm_train = FP/(TN+FP);

pribl_te = predict(SVMModel,dataTest);
Cmat_test = confusionmat(lblTest,prlbl_te);
TP = Cmat_test(1,1);

TN = Cmat_test(2,2);

FP = Cmat_test(2,1);

FN = Cmat_test(1,2);

Accuracy_test = (TP+TN)/(FP+FN+TP+TN);
DetectionRate_test = TP/(TP+FN);
FalseAlarm_test = FP/(TN+FP);

clc
disp('Result of KDDData'")

disp(’

Acc = mean(Accuracy_test)*100;
fprintf('Accuracy = %2.4f \n', Acc)
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iter = 0; % Loop counter
% Main loop
while iter<Max_iter
for i =1:nPop
% Calculate objective function for each search
agent
Pop(i).score =
CalFitness(Pop(i).pos,dataTrain,IblTrain);

% Update Alpha, Beta, Delta, Gamma and Teta
if Pop(i).score>Alpha.score

Alpha = Pop(i); % Update alpha
end

if Pop(i).score<Alpha.score &&
Pop(i).score>Beta.score
Beta = Pop(i); % Update beta
end

if Pop(i).score<Alpha.score &&
Pop(i).score<Beta.score && Pop(i).score>Delta.score
Delta = Pop(i); % Update delta
end

if Pop(i).score<Alpha.score &&
Pop(i).score<Beta.score && Pop(i).score<Delta.score
&& Pop(i).score>Gamma.score
Gamma = Pop(i); % Update gamma
end

if Pop(i).score<Alpha.score &&
Pop(i).score<Beta.score && Pop(i).score<Delta.score
&& Pop(i).score<Gamma.score &&
Pop(i).score>Teta.score
Teta = Pop(i); % Update teta
end
end

a = 2-iter*((2)/Max_iter); % a decreases linearly fron
2t00

% Update the Position of search agents including
omegas
for i=1:nPop
X1 = zeros(1,nFea);
X2 = zeros(1,nFea);
X3 = zeros(1,nFea);
X4 = zeros(1,nFea);
X5 = zeros(1,nFea);
for j=1:nFea

r1 = rand(); % r1 is a random number in [0,1]
r2 = rand(); % r2 is a random number in [0,1]
Al =2*a*rl-a; %eq3
Cl=2%*r2; %eq4
D_alpha = abs(C1*Alpha.pos(j)-Pop(i).pos(j));
%eq9
cstep_alpha = 1/(1+exp(-10*(A1*D_alpha)));
bstep_alpha = 0;
if cstep_alpha>=rand
bstep_alpha = 1;
end
if (Alpha.pos(j)+bstep_alpha)>=1
X1(G) =1,
end

Sensitivity = mean(DetectionRate_test);
fprintf('Sensitivity = %2.4f \n', Sensitivity)

Specificity = mean(FalseAlarm_test);
fprintf('Specificity = %2.4f \n', Specificity)

CODE-PROPOSED
cle

clear

close all

load('KDDData.mat')

lambdal = 0.01;
lambda2 = 0.001;
m = 30;

E =0.001;

tmax = 10;

% trade-off parameter
% trade-off parameter
% number of neurons

% number of iterations

nC = numel(unique(lbl)); % number of clusters
ub=1;
Ib = -ub;

grp = unique(lbl);
data = mapminmax(data’, -1, 1)'; %Normalized data
[n, d] = size(data);

Q =107-2; % param of the pair-wise similarity: W

dis = pdist2(data, data);

W = exp(-dis.*2./(2*Q"2));
W = W-diag(diag(W));

D = diag(sum(W));

L =D-W;

for nEpoch = 1:2

% Initialize the cluster indicator matrix F by K-means

clustering on X
predLbl = kmeans(data, nC);
F = zeros(n, nC);

fori=1:.nC
F(predLbl==i, i) = 1;
end

% Generate input weights and biases of hidden neurons

randomly
W = Ib+(ub-1b)*rand(m,d);
B = Ib+(ub-Ib)*rand(m,1);

% Calculate the centered hidden layer output matrix H'

H = calculate_H(B, W, data, n);
Ht = (eye(n)-1/n*ones(n)*ones(n))*H;

% Initialize B as an identity matrix.
B = eye(m);

% Compute Q
Q = Ht"*Ht+lambdal*B+lambda2*Ht'*L*Ht;

for t = 1:tmax

% Update beta
beta = QA-1*Ht™*F;
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%eql0

%eqll

rl = rand();

r2 = rand();

A2 =2*a*rl-a; %eq3

C2=2%r2; %eqd

D_beta = abs(C2*Beta.pos(j)-Pop(i).pos(j));

cstep_beta = 1/(1+exp(-10*(A2*D_heta)));
bstep_beta = 0;
if cstep_beta>=rand
bstep_beta = 1;
end
if (Beta.pos(j)+bstep_beta)>=1
X2(j) = 1;
end

rl = rand();

r2 = rand();

A3 =2*a*rl-a; %eq3

C3=2*r2; %eq4

D_delta = abs(C3*Delta.pos(j)-Pop(i).pos(j));

cstep_delta = 1/(1+exp(-10*(A3*D_delta)));
bstep_delta = 0;
if cstep_delta>=rand
bstep_delta = 1;
end
if (Delta.pos(j)+bstep_delta)>=1
X3(j) = 1;
end

rl =rand(); % rl is a random number in [0,1]
r2 = rand(); % r2 is a random number in [0,1]
A4 =2*a*rl-a; %eq3

C4 = 2*r2; %eq4

D_gamma = abs(C4*Gamma.pos(j)-

Pop(i).pos(j)); %eq9

cstep_gamma = 1/(1+exp(-

10*(A4*D_gamma)));

%eq9

bstep_gamma = 0;

if cstep_gamma>=rand
bstep_gamma =1;

end

if (Gamma.pos(j)+bstep_gamma)>=1
X4() =1;

end

r1 = rand(); % r1 is a random number in [0,1]
r2 = rand(); % r2 is a random number in [0,1]
A5 =2*a*rl-a; %eq3

C5 = 2*r2; %eq4

D_teta = abs(C5*Gamma.pos(j)-Pop(i).pos(j));

cstep_teta = 1/(1+exp(-10*(A5*D_teta)));
bstep_teta = 0;
if cstep_teta>=rand
bstep_teta =1,
end
if (Teta.pos(j)+bstep_teta)>=1
X5() =1,
end

% foreach diagonal element of B do

fori=1:m
B(i, i) = 1/sqrt(beta(i,:)*beta(i,:)'+E);
end

% Compute Q
Q = Ht'"*Ht+lambdal*B+lambda2*Ht'*L*Ht;

% Update F by solving problem (14)
tmp = eye(n)-Ht*Q -1*Ht';

[eigVec, eigVal]= eig(tmp);

eigVal = real(eigVal);

eigVec = real(eigVec);

[eigVal_sor, idSort] = sort(diag(eigVal));
V =eigVec(;, idSort(1:nC));

[~, predLbl] = max(V, [, 2);

F = zeros(n, nC);

fori=1:nC
F(predLbl==i, i) =1,
end
end

Cmat = confusionmat(lbl,predLbl);
TP = Cmat(1,1);
TN = Cmat(2,2);
FP = Cmat(2,1);
FN = Cmat(1,2);

Sensitivity(nEpoch) = TP/(TP+FN);

Specificity(nEpoch) = FP/(TN+FP);

Acc(nEpoch) = cluster_acc(lbl,predLbl);
end

clc

Acc = mean(Acc);
fprintf('Accuracy = %2.4f \n', Acc)

Sensitivity = mean(Sensitivity);
fprintf('Sensitivity = %2.4f \n', Sensitivity)

Specificity = mean(Specificity);
fprintf('Specificity = %2.4f \n', Specificity)




