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ABSTRACT

In recent years, the rapid development of knowledge-based companies and the need to pay attention to all
kinds of threats in these organizations are considered as the most important challenges in their develop-
ment. The continued life of these organizations depends on the principle of leveling various types of threats
in organizations. The main goal of the research is the leveling of various threats in cyber security and de-
fense of knowledge-based organizations. The research method was descriptive-survey based on the applied
purpose, descriptive-survey based on the data collection method, and quantitative based on the type of data.
The statistical population of this research is the experts and professors of information technology and...,
Islamic Azad University, Tehran South branch (200 people), the samples were selected using random sam-
pling, data analysis and research hypotheses were done with SPSS >3 software. In the inferential statistics
section, Kolmogorov-Smirnov tests were used to check the normality of the data, and Spearman's correla-
tion coefficient was used to evaluate the impact and significance of the relationships between variables. All
the data are normal, and there is a significant relationship between the research factors and components.
The results of data analysis showed that of the four existing hypotheses, the first, second, and third hypothe-
ses were confirmed and the fourth hypothesis was not confirmed. Then the research components were
ranked, other results showed that the research variables do not have the same priority, there is a significant
difference between them. In terms of leveling, there is a significant difference between the variables. It was
found that the research variables have different levels in different research levels.
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Media threats
% Social engineering
® Unknown and intelligent threats
' Smart Coping
' Structured Defense
'2 Zero Day Attacks
"% Intellectual property
!4 Smart Hyperdiagnostic Injuries
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" Appropriate location
Static and dynamic sites

® The strength of the sites

4 Analytical codes
Security equipment

® Processing power
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" Secretly programmed malicious codes
Destructive techniques of data science
3 ; . h
Machine learning algorithms
* Data mining algorithms
> Simple random sampling
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