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ABSTRACT

Compared to conventional cryptography methods, physical layer secret key generation (SKG) is more effi-
cient and suitable for sixth generation (6G) networks due to features such as lightweight and scalability. In
the field of SKG, schemes based on local random generators are used for high-rate key generation. One of
these schemes is random phase injection, where the channel probing signals with random phase are ex-
changed between communication parties (Alice and Bob). In this research work, an SKG scheme is present-
ed in the presence of an untrusted relay, where the relay cannot obtain the key. In order to make the scheme
practical, for the first time, the channel probing signals are considered discrete random phase and a single-
bit quantizer is used in reception. In addition, in order to reduce the key error rate, quantization with guard
bands (GB) is used for key extraction. For such a scenario, we provide expressions for key matching rate,
key mismatch rate (KMR), and key discarding rate (KDR) per channel probe. Although increasing the GB
range decreases the KMR metric, the key length also shortens. In order to evaluate the effect of GB on the
efficiency of the proposed key generation scheme, the raw key generation rate is defined and calculated. In
the simulation section, useful engineering insights are provided into determining the probing signal power,
the GB size as well as the required coding correction capability. It is also discussed the security evaluation
of the proposed scheme in this article. While calculating the secret key capacity, it will be observed that the
untrusted relay and external eavesdropper cannot discover the key by intercepting the channel probing
steps.

Keywords: Physical layer secret key generation, Untrusted relay, Discrete random phase injection,
Guard band.
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