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ABSTRACT

Ad-hoc mobile networks are used in various fields. These networks require special routing protocols due to
their characteristics. These protocols usually focus on providing better service and more efficiency and ig-
nore security issues. Therefore, there are many threats including sniffing, tampering, and spoofing in these
networks. Among these routing protocols, we can refer to the optimized link state routing protocol, or OLSR
for short. The main purpose of this protocol is to prevent the unnecessary sending of control packets so that
less congestion is created in network traffic and efficiency and service are improved. However, no security
considerations are defined for the OLSR protocol, and thus it is the target of many attacks. There are re-
searches in which the security of the OLSR protocol has been investigated, but in none of them, no compre-
hensive security analysis has been provided using formal methods. In this paper, a formal method based on
the SPAN tool has been presented for the security analysis of the OLSR protocol, by using which the vulner-
abilities reported for it have been identified and confirmed. Finally, cryptography-based solutions have
been proposed to address these vulnerabilities.
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role role_A(A,B:agent, SND,RCV:channel(dy)) played_by A
def=
local
State:nat, S:text
init
State:=0
transition
1. State=0 /A RCV(S’) =]> State’:=1
end role
role role_B(B,A:agent, S:text, SND,RCV:channel(dy))
played_by B
def=
local
State:nat
init
State:=0
transition
1. State=0 /\ RCV(start) =[> State’:=1 /A SND(S)
N\ secret(S,sec_1{A,B})
end role
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role role_A(A,B:agent,
Kb:public_key,SND,RCV:channel(dy)) played_by A
def=

local

State:nat, S:text
init
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role role_A(A,B:agent,
Ka:public_key,SND,RCV:channel(dy)) played_by A
def=
local
State:nat, S:text
init
State:=0
transition
1. State=0 ARCV({S’} Ka) => State’:=1
N wrequest(A,B,auth_1,S”)
end role
role role_B(B,A:agent, Ka:public_key, S:text,
SND,RCV:channel(dy))
played_by B
def=
local
State:nat
init
State:=0
transition
1. State=0 /\ RCV(start) =]> State’:=1 /A SND({S} _Ka)
N secret(S,sec_1{A,B})
N\ witness(B,A,auth_1,S)
end role
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State:=0 State:=0
transition transition
1. State=0 A RCV({{S’} _inv(Kb)} Ka)=> State’:=1 1. State=0 A RCV({S’} _inv(Kb)) =|> State’:=1
N\ wrequest(A,B,auth_1,S”) N\ wrequest(A,B,auth_1,S)
end role end role
role role_B(B,A:agent, Ka,Kb:public_key, S:text, role role_B(B,A:agent, Kb:public_key, S:text,
SND,RCV:channel(dy)) SND,RCV:channel(dy))
played_by B played_by B
def= def=
local local
State:nat State:nat
init init
State:=0 State:=0
transition transition
1. State=0 /\ RCV(start) =}> State’:=1 /A SND({{S} _ 1. State=0 A\ RCV((start) => State’:=1 /A SND({S} _
inv(Kb)} _Ka) inv(Kb))
N\ secret(S,sec_1{A,B}) N secret(S,sec_1{A,B})
N\ witness(B,A,auth_1,S) N\ witness(B,A,auth_1,S)
end role end role
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role role_A(A,B:agent,
Ka,Kb:public_key,SND,RCV:channel(dy)) played_by A
def=
local
State:nat, S:text
init
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role role_A(A,B:agent,
Ka,Kb:public_key,SND,RCV:channel(dy)) played_by A
def=

local

State:nat, Na:nat, S:text

init

State:=0

transition

1. State=0 /A RCV(start) => State’:=1 /\ Na’:=new() /\
SND({Na’} _Kb)

2. State=1 ARCV({{Na.S’} _Ka) =]> State’:=2
N\ request(A,B,auth_1,Na)

end role

role role_B(B,A:agent, Ka,Kb:public_key, S:text,
SND,RCV:channel(dy))

played_by B

def=

local

State:nat, Na:nat

init

State:=0

transition

1. State=0 ARCV({Na’} _Kb)=[> State’:=1 /\
SND({{Na’.S} Ka)

N\ secret(S,sec_1{A,B})
N witness(B,A,auth_1,Na’)
end role
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