Scientific Journal of Electronical & Cyber Defence
Vol. 12, No. 3, Autumn2024, Serial No. 47

Evaluation of Side-Channel Attacks for Different Types of Processors
Vulnerabilities

A. GhannadanZadeh, M. Mollazadeh *, A.Moghaddasi , M. Esfahani

* Assistant Professor, Imam Hossein University, Tehran, Iran
Received:2024 /07/30, Revised: 2024/09/18, Accepted: 2024/10/14, Published: 2024/10/22

DOR: https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.3.1.3

ABSTRACT

In recent years, electronic devices such as laptops, computers, smart mobile phones and other smart
electronic devices have greatly increased, and all these electronic devices use one or more processors in-
side them, which according to the type of architecture of each processor may have different vulnerabilities.
In this paper investigation and evaluation of side channel vulnerabilities based on the vulnerabilities of pro-
cessors has been done based on two hierarchical analysis and CVSS parameter methods. In our hierar-
chical analysis, according to type of vulnerabilities, the attacks have been divided into 6 general categories
which attacks have been evaluated based on criterias such as time, possibility, effectiveness, and used re-
sources. Among the 6 examined attacks, 3 of them which are time-based attack, cache-based attack and
power side channel attack with software measurement have respectively assigned the most points based on
the evaluation criterias and the power side-channel with hardware measurement attack has the lowest
score. The overall inconsistency ratio was 0.06 which was acceptable. Also, 3 sub-criteria of have had the
greatest impact on decision options which are key (password) recovery percentage, access level and covert
channel ability. Finally, in addition to the overall ranking, these options are also scored based on each of
the criteria. For example, for possibility criteria, the time-based attack and the power side channel attack
with software measurement have the highest and lowest priority, respectively and for effectiveness criteria,
time-based attack and side-channel power attack with hardware measurement have higher and lower prior-
ity, respectively. Next, the risk level of these 6 strategies was scored and ranked using the CVSS parameter.
The results of this evaluation show that 3 time-based attacks, micro-architectural-based attacks and cache-
based attacks are more dangerous for the victim, respectively and will cause the most damage for him.
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® Rivest-Shamir-Adleman (RSA)
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" Elgamal
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! Detection
2 Benign

® Reduced Instruction Set Computer (RISC)
* Advanced RISC Machines (ARM)

® Embedded Devices

® Evict+Reload



VEe¥ 5l ¥ o plods cad3led Jlo ooyl 5 (Ko iUl il

\ofF

S35 » Ol Abdl> e Gloj (il JUI Ale> sl
el 00U faL?u‘ YV JLM: 5o Apple o|).o.b u.al; LQL“"&:“‘"Q

e rewd g (S QLQJ sl Ao SO Ls)’l.wool.ﬁ Q‘ IS aS
AES )50, ppssdl & Conrmln ol I ool L
bl Glgre 4 1.1.1d gass Jl~w1~wl¢;¢7 G ) S9250

L67] sl ous alosil ® pogie

G (g, =

3o e b odade Yl ool gdew ol g
o 9 aedlhed,se (s yslaez 5l osislon 6 pdve]
ol @bt sl Olre) asls aiz (pme b g w85 13
R0 Ol dpde €3y gl 558 sy 4 Dl
ey s e ol (il Lelod anTb glie
5 o |y e ol ol o] S8 @ b osd iy e
lajloe ol 51 Sopn (685 ,8h syl (slp 0ges s,
Gl Ol ool san Sbail 5 5l oS S
Slaglie Jglaz 5 atsls bo)lee LS)“'\f)""b Ol 5 (55830
il asls Cuadly L 1) Bl on iien (295

Expert l38ls 5 ¢ AHP 3l oolawl b bl ol (s5lwonly
el oy plsl Choice

S oslitul b dgzge slaan ;S jlas Glie e Al e o
ol 4 lasly a5 TS e s pdven] (asiliel s

bl gl s aaalss galetel 5 tall cnl bl
A.LQ.?AS.:UMjuLm w.)LSIGLJ)|L)w‘OMJJ).N

Ol e o iy a5 sas Sy Mol b caled 5o 5 00903 1,85
Ales (pojloiel ) Odlas o il Wilgs oo V-

| poaddns Jodxi —V-Y

LGl 2bj, Gbylroy; g byl —V-)-Y
00310 3 39

oo o5 2bsyl slp sl T oas Sell glo ) p b
.oa)fé.a Sy dolol yo aS Cawl oads slax! SHes

Syl Gloj b yluro (I
p oSk Sl AT aee (go)lse oyl 3l anws )
Lgl‘mgs“’))'.‘ Lot QL")' L Ja-u)ﬁ 9 09gas )Jl Mo

bl Slp r slaylae sy oje> (nl G 3 b4l Sl

® Proof-of-Concept
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! Critical

® Common Vulnerability Scoring System (CVSS)

2 Mapping
® Accelerator Coherency Port (ACP)
* Invalidation
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! Cross-VM
2 Trade-Off
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* Timing Attacks

® Static RAM

® Primary Memory

" Compact Disk

® Digital Versatile Disk
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! Trace
2 IDEA
® Running Average Power Limit (RAPL)
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! Instruction Set Architecture

" Deep Learning

2 Meta Data
® Microarchitectural Attacks
* Software Guard Extensions (SGX)
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! Inconsistency

2 Requirements
® User interaction
* subsequent
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