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Electricity and the vital infrastructures related to it have always been considered
as one of the main human needs. Today, the supply and distribution of electricity
is one of the most basic duties of governments, and increasing the safety level
of related infrastructures is of particular importance. Currently, with the
occurrence of natural threats such as climate change and decrease in rainfall, the
supply of electricity from hydropower plants has decreased in the country and
the enemy can exploit these threats and carry out hostile actions such as creating
disruptions or interrupting the provision of services and Also, to stimulate
people's psychological operations against the government. Therefore, it is
necessary and inevitable to pay attention to electricity infrastructure to increase
resilience, continue essential activities and facilitate crisis management. The
research method in these studies is objective, practical and developmental. The
main goal of this research is to present a practical model to identify the
vulnerabilities and threats of these infrastructures in border areas. According to
the defense approach of the studies, all kinds of risk assessment methods are
investigated and by using the risk assessment method (FEMA) as an efficient
method, firstly, the assets of the border province's electricity sector are identified
and screened. Then, based on the basic threats, vulnerabilities are identified and
evaluated, and the risk of each asset is calculated. At the end, solutions to reduce
the risk in the electrical infrastructure of Marzi province are provided.
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