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Input: o
output: Benign DNS detection

©ONO U WN e

thershold < thershold

packet « packet

While (GetDNSPacket( ) # 0) do

packet = getDNSPacket ( );

reqTime < getRequestTime (packet)
resTime « getresponceTime (packet);
difTime « (resTime — reqTime);
If defTime < o then

return DNS Traffic Benign
else

return DNS Traf fic Malicious
end

end
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2 Data Sets
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Input:

Benign DNS files
Output:
o: threshold

1. DNS[NumberOfDNSAdd] < GetBenignDNSFile();
2. Count « GetCount()
3. totalDNSAddress « 0
4. repeat <« 0
5. sumDiff « 0
6. while (repeat # Count) do
7. while (totalDNSAddress +# NumOfDNSAdd) do
8 Packet
' « SendGetDNSPacket(DNS[totalDNSAddress]);
9. reqTime « getRequestTime(Packet);
10. resTime < getResopnseTime(Packet);
11. difTime « (resTimes — reqTimes);
12. sumDiff « (sumDiff + difTime);
13. totalDNSAddress
« totalDNSAddress + 1;
14. end
15. repeat « repeat + 1;
16. end

17. 0 « (sumDiff/(NumOfDNSAdd x Count));
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Abstract

Application of 10T based equipment using different technologies are increasing on a day-to-day basis. On the other
hand, due to light protocols, versatility of applications, and geographic prevalence, and management by non-
specialists, a thorough, secure configuration, and proper update of these equipment is not handled properly. Thus,
such equipment are easy targets for various hackers' attacks.

Moreover, crafting bot networks for destructive activities is available more than ever. Using IOT equipment with
such weaknesses and shortcomings, detecting bot networks remains as a serious challenge.

In this work, after surveying relevant works, different attack vectors in 10T networks were studied. Then DNS
attack vectors that may be leveraged by bots were identified. Finally, Miraka, a method for detecting DNS attacks
in IP layer of IOT networks was proposed. For practical purposes, Mirai, a notorious IP based bot common to 10T
as well as TCP/IP networks was studied, and different results were obtained using comprehensive traffic
generation patterns and scenarios.

The advantage of the proposed methos relies on faster detection of contaminated traffic due to lexical domain name
analysis, and less reliance on domain name attributes. Empirical results show a success rate of %99.5 and
precision of %99.7 in Mirai based bot detection in IP based 10T networks which is superior to other competing
methods.
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