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ABSTRACT

The escalating use of networks and the internet has led to a surge in cyber threats, making it imperative
to develop sophisticated intrusion detection systems (IDS) capable of safeguarding against these malicious
intrusions. While machine learning techniques have been extensively employed to enhance IDS, challenges
persist, notably in handling imbalanced datasets and rare attack detection such as R2L and U2R due to the
small number of their samples in the training dataset. Imbalanced datasets, a common challenge in IDS
evaluation, often skew toward majority classes, hindering the detection of minority class attacks. Existing
machine learning classifiers, primarily accuracy-driven, struggle to excel at identifying rare attacks, which
are often more catastrophic. Moreover, overlapping classes complicate feature selection, further impeding
accurate detection. To tackle these challenges, this article proposes a solution rooted in Few-Shot Learn-
ing, particularly MAML. Traditional MAML has limitations, including slow convergence and computational
demands. To enhance MAML's performance, the article introduces the Node Decoupled Extended Kalman
Filter (NDEKF) as an alternative to gradient descent in the inner loop. NDEKF optimizes MAML training,
offering faster convergence and improved generalization. The DEKF (Decoupled Extended Kalman Filter)
variant simplifies calculations, making it suitable for deep neural networks. The combination of MAML and
NDEKF, termed NDEKF-based MAML, is applied to address the imbalanced data problem in IDS. The
proposed approach is evaluated on the NSL-KDD dataset, demonstrating its potential to improve rare at-
tack detection in intrusion detection systems. By adopting this approach, we achieved improved conver-
gence speed, enhanced ability to generalize, and higher accuracy compared to the original MAML algo-
rithm when dealing with a sparse and unstable dataset such as NSL-KDD. Particularly, our framework
demonstrated significant advancements in accurately detecting rare U2R and R2L attacks. The accuracy
rates for R2L and U2ZR attacks using our proposed framework surpassed those of the original MAML, in-
creasing from 61% to 75% and from 51% to 66%, respectively, even with a reduced number of training
epochs.
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2 Feedforward Neural Network

3 Recurrent Neural Network

* Block diagonal

5 Node

¢ Subnetwork
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Require: a, B: step size hyperparameters
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5. Evaluate L (fgp) with respect to K

% Loss function
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6: Compute adapted parameters with N step of
gradient descent:
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§: Update 8 = 0 — ¥ 351 Lo, (foy (61s2))

9: end while
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MAML- NDEKF (sslgi pis,551 -(Y) oiis 5550
Require: p(7): distribution over tasks

Require: f: step size hyperparameter

Require: py, piq, ur: Kalman filer hyperparameters

Require: set P;(0) = (1/”1))1 , Q=ugl, R=p,I
1: randomly initialize 6 where 6, = 6
2: while not done do
3: Sample batch of tasks T}, = {S,, Qp}~ p(T)
4: for all S}, do

5: Compute adapted parameters with N step of
DEFK:

6: for depth j of neural network
gi(t+1) = 6;() + K;(t). €
Kj(t) = P;(). H] (). A(t)
-1

M
A® = [RO+ Y HO.BO.H] (©)
=

Pi(t+1) = Pi(t) — K;(t). Hi(). P;(t) + Q(t)
7: end for

8: set B;= [9{', 6, ...,éji] where 0<j<],]is
a depth of neural network

10: end for

11: Update 6y = 6y — BVg Y54 Lo, (feg(éi))

12: end while

? Meta-optimization

L Voonaj 0,5 L ,blie '(MSE) @l o onoSiln slas
D9 g0 dawles ) dloles
e =37 () — 9;(£)? (7)
13,5 oolaiul 55 (Al 5 Cslhas sl g5 o ablite
e =37 () — 9;(£)? ®)

4S5 HellS (a5l w51 s Sl )iese SYlee
4568 ol 1y il oo JBla> a1, (F L 0 doles) Slaly &

6;(t+1) = 6;(t) + K;(t).e ©)
K;(t) = Pi(t). H (£). A(t) (10)

-1
A(®) = [R(®) + I, Hy(0). Py (6). HT (1] (11)
Pi(t+1) = Pi(t) — K;(). H;j(t). P;(6) + Q(t)  (12)
P;(0) = (1/#p)1 , Q= pgl, R=p,I

91 0903 2y 00)ls lagyje T e ylis 1y aS (s sy
(sT9 > o s ny
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fNgd oo adgl (29 lade las g 905
A N y‘;?SP 0d_CS ut_:).x.?)b)_: é’l’ o 5 Olatice don
DS o 0T 099 2 o)y Bis o 4 Jale cuac

! Mean-squared error
% Gain matrix
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/ p(T): distribution over tasks /

Initialize step size B

Initialize hypermeters for Kalman Filter p,,, ptq,1r
setPi(0) = (Y, )1, @ = p1, R=pyl

E: Maximum Epochs

randomly initialize model weights 6 where 6, = 6

Outer Loop

e<E

Sample batch of tasks T) = {S,, Qp}~ p(T)

Compute adapted parameters with N step of DEFK:

DEFK Loop

j<J
J depth of NN

Bi(t+1) = 6;,(t) + K;(t).e
K;(t) = Pj(t).H,T(t).A(t)
" -1
AD) = [R(t) + ZH,(t)4P,‘(t)4H]T(t)
j=1
Pi(t+1) = P;(t) — K;(0)-H;(t). P;(t) + Q(©)

4

set B;= [é’l,é’z,...ﬁ}] where 0<j<J,]isa depth of
neural network

¥

Update 6y = 6o — BV, 25:15% (fgg,(ar))

! |

®tf =0,
Set P;(0) =P,

ol wi oSl ol lsgas (T) U5
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Dataset Number of Samples
Total Normal DoS Probe U2R R2L
TrainKdd+ 125973 67343 45927 11656 52 955
(53%) (37%) 9.11%) (0.04%) (0.85%)
TestKdd+ 22544 9711 7458 2421 200 2654
(43%) (33%) (11%) (0.9%) (12.1%)
Total NSL-Kdd 148517 77054 53385 14077 252 3609
(%52) (%36) (9.5%) (0-2%) (2.3%)
NSL-Kdd eslsacgaze ;0 alo> 2 slo oS 55 .(Y) Joua
Attack Types DoS Probe U2R L2R
Subclasses apache2, back, land, Ipsweep, mscan, Buffer_overflow, ftp_write, quess_passwd, httptunnel,
neptune, mailbomb, nmap, portsweep, | loadmodule, peri, ps, imap, multihop, named, phf,
pod, processtable, saint,satan rootkit, sqlattack, sendmail, Snmpgetattack, spy,
smarf, treadrop, xterm snmpguess, warezmaster, xlock,
udpstomp, worm XSnoop
Total 11 5 7 15
IDS sk (9051 degomo 0 DEKF-MAML s MAML (sl Jae cds duslia (F) Jau>
Approach Accuracy DoS Probe R2L U2R Normal
MAML 0.936 0.98 0.821 0.61 0.51 0.971
DEKF-MAML 0.953 0.951 0.85 0.75 0.662 0.962
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Approach Normal | DoS | Probe | U2R R2L | Accuracy
multi-level hybrid SVM and ELM [26] 98.13 | 99.54 | 87.22 | 21.93 | 31.39 95.75
S-NDAE [27] 97.73 | 9458 | 72.97 | 2.70 3.82 85.42
Random forests (RF) algorithm with undersampling and 94.2
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oversampling [29]

ICVAE-DNN [31]

9726 | 85.65 | 7497 | 11.00 | 44.41 85.97

Original MAML

93.60 | 98.00 | 82.10 | 51.00 | 61.00 97.10

Proposed DEKF-MAML

96.20 | 95.10 | 85.00 | 66.200 | 75.00 95.30
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