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1. Text steganography (Format-based methods, Random and staBs6cal gen-

> eraBon methods, and Linguiséc methods)

2. Audio steganography (Speech and Music Steganography)

3. Image steganography (Photo, Paint, Graphics Interchange, and 3D Image
Steganography)

4. Video steganography (Format-based methods, Technigue-based method,
and other methods)

5. Network Protocols steganography (Steganography in Intra-protocols and
. Inter-protocols)

6. Steganography in File-Format (PDF format, Portable Executable File, at-
taching or binding in a Jle, and etc)

7. Steganography in Unused Spaces (such as: Latent Data, Unallocated Space,
slack space, HPA (Host Protected Area), and Reserved areas (Header and
Footer))

8. ContrapBon Steganography (such as: Captcha, Barcode, QR-Code, Sudoku
Table, Online Games, Circuitry, Human genomic DNA, and etc)

9. Anonymity

10. AZribute
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1. Media Access Control
2. Internet Protocol

3. Anonymity set

4. PJtzmann

5. Hansen

6. Unlinkability
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. A Group Support System (GSS) taxonomy
. Alower-level Collabora6ve Peer Group (CPG) taxonomy
. ConnecBon Anonymity Taxonomy

. Sampigethaya

. Poovendran

Ren

Wu

. Mixnet-based schemes

. DC-net systems

. Network rouéng-based techniques

. Peer-to-Peer networks

12. Edman

13. Yener

14. HIGH-LATENCY ANONYMITY SYSTEMS
15. LOW-LATENCY ANONYMITY SYSTEMS
16. Cubic Taxonomy (CT)

17. Kelly

N
[N )



S S5 duslie 5 stuaws & ANT) Kt 55 5 (ACT) Slydg mlaw o AP) aleeS
@Mftguﬁjﬁ‘&xg&:b Q|j|y4.3a)\}.@4§)§i.> 3,50, &S NG EYe @Lafw.«‘l:
S Gl ST b bty Sl eslizal b odd Jole olia8 Oln gl 3 e 300
(Yo I 5 L) 5 (VY S 5 6Kil) (188A O 5 ) b ples
055 (a2 o g 3l (oo Ol sl ) G3m0 b Jo5 Sl s ST
el sl iy 5 b STy cladSls Caliiiee (sla sl sy syaib &) Supor 4 e Allie
ol 31 L s e (sl gty cllie Sy gions e 4 oS el 0dkd b s (sl

S 4 bans S ) YT O 5 e 18) Sl okt ey 55 Sl 5 )l
obs Sk -0 oS Ol (ST 5 oS b1 -F e sl (Glay B Y s )8 Y
) S g A Ll 5 ST (ad) 3 g Conds VIS Sy -5 (W)
S S S 0 (o3l b ) ) Ve WSS 5B Ol 8 (S 5 5 s

( 9L§ﬂv\ibou\.humjbdﬂv\.lbb) LFLgﬂv\.j_L&:»{_}“)

Slal g 153 go aliws 2oy Cotlid a3 53 g0 planil (5 (las S5 55 2y 53 Sl g 0

355 S T 30 a8 Conlaed 534005 6151 & gontae oalie S S 65 iy 3 50 Lol dlnn
ol 55T om ol b anllan (gl (ot aoms 53 9 Sl 3 50 2315 53 (6,5 g 2 5L OIS
A 4 L ol 5 ol ] An3 gn 3 g 1y i ylad st 5 033 Ul 1y (ka5 el IS
e b e oal gl g oS (o ST (ol 5 (I (gla gl Sl (B 5 sl b
Sl 0 ploil (5157 2555l Ao 5 ealtts 5 sboty 9 Lol 0l = o 03 g2 5 S 5 235 5L
Ao b Lo 015 0 L BOT 5 Lles gy o s 53657 agy (nl §sdisn b o oo Dliassy (& o

ol o.LiraJ)}TML}‘)JJL})‘}; ﬂ)};d\).}adﬁt CJLQL"“

1. Anonymity Property
2. Adversary Capability
3. Network Type

4. UnidenB] ability

5. Unlinkability

6. Unobservability
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