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ABSTRACT

With the expansion of loT devices and the emergence of quantum computers, new security challenges
have arisen. One significant concern is the vulnerability of IoT infrastructure to malicious attacks, given its
integral role in the Internet and digital ecosystems. Quantum computers possess processing power millions
of times greater than that of classical computers, rendering traditional cryptographic algorithms suscepti-
ble to decryption. Furthermore, resource constraints in loT and edge devices exacerbate the difficulty of
implementing large and complex cryptographic algorithms. Consequently, there is a pressing need for light-
weight cryptographic approaches that offer resistance to both quantum and classical attacks. Given that
large-scale quantum computers are anticipated to become available within the next 10—15 years, the NIST
has initiated the post-quantum cryptography standardization process to identify new public-key algorithms
that can withstand quantum attacks. Among the various quantum-resistant cryptographic schemes, lattice-
based cryptography has emerged as a promising, cost-effective, and efficient solution. Specifically, lattice-
based schemes derived from LWE problem and BR-LWE model are designed to address the constraints of
resource-limited devices. These schemes leverage binary errors to minimize key sizes and reduce hardware
requirements while maintaining sufficient security for lightweight applications. However, implementing
such algorithms presents challenges, including execution time, latency, and resource demands. In this
study, an efficient LFSR-based architecture is proposed to facilitate parallel and efficient polynomial multi-
plication, which is critical for InvBR-LWE scheme. By decomposing polynomial coefficients and into multi-
ple groups and executing them simultaneously in two parallel circuits, the overall execution time of the al-
gorithm is significantly reduced. Synthesis results on an FPGA chip demonstrate that the proposed scheme
achieves lower total latency than existing approaches due to a reduced execution cycle. Overall, the ADP
criterion of the proposed method is improved by 35%. These findings indicate that the proposed scheme
effectively reduces latency in lightweight cryptographic applications.
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Output: W=AB mod (X*+ 1) +C.
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1 Make ready the input A, B, and C;

2Wo =( er'l;ol WiXi )o; //executed in serial or parallel main step
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5 Wm =C\(e.)

6W, = Clle):

7 end
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12 end

13 end

14 Wo=Wo;

15 We=We;

Final step

16 deliver all the coefficients of output W serially;
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Units of Fmax (Max. freq): MHz, Latency: refers to the
computation time in clock cycles, Units for delay: ns.
Delay=Critical path * Latency, where critical path=1/
(Max. freq), ADP = Number of Slices (ALMs)*Delay* I(7,
Power = represents dynamic power in mW, EPC=dynamic
power / (Fmax * #output coefficient per cycle)[10].
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. Phas . Slic| Fmal|Latenc|Dela| AD |Powe|
Design | n o Device LUTFF e | x e y | P| r IEPC|

[yl |26 Pec Frarian s 051\ 157 101 | 262 |2sod "] -
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[Vo] PrPecVinectssso 12 30| 512|131 | 420| "1

1) irtex-
T3 512l Dec. |V 6163|8221229) 296 | 256 | 865 169 186 |2
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ADP=Slice*Delay, Delay=critical  path*latency,
EPC=power /(Fmax * #output coefficient per cycle)[10].
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(DEVICES

Design | Almg | Fmax | Latency | Delay |ADP
n=256 (Decryption Phase)
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o9y
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o lpiany
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[vAl 8864 | 37798 513 1564 | 13863
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o9y
] 6169 | 165.24 257 865 | 5336
o lpiany

ADP=ALMs*Delay,  Delay=critical path*latency.
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