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Abstract

Business processes are considered the cornerstone of banks and financial institutions,
but they are increasingly becoming the focus of attacks. In order to mitigate cyber attacks,
especially those involving critical business processes, information security risks should be

Paper considered in the design of business processes. In this paper, the MARISMA-BP model
(MARISMA for Business) is proposed, which is a model for assessing and managing
information security risks for business process models. To demonstrate the applicability of
the proposed model, the MARISMA-BP model is applied to a business process scenario in a
bank. Based on the findings of the MARISMA-BP model, the intersection of these steps and
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1 Business processes (BP)
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1 Cyber-Physical Systems (CPS)
2 Information Technology (IT)
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1 AC: Accountability
2 AD: Auditability

3 AT: Authenticity

4 AV: Availability

5 CO: Confidentiality
6 IN: Integrity
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