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The increase in the number of Internet of Things devices, high speed,
and large volume of generated data has led to network security issues
and the identification of cyber-attacks in these networks becoming
one of the key challenges in this area. Intrusion detection systems
have been proposed as a solution to tackle this problem. Proper
selection of features in creating intrusion detection models can
significantly increase detection accuracy. In this article, a binary
algorithm and an improved chimpanzee algorithm have been
designed for feature selection. The chimpanzee algorithm is designed
for solving continuous problems and cannot be efficient in solving
binary problems. It also suffers from local optima and slow
exploration, exploitation, and convergence in this algorithm.
Therefore, changes need to be made in this algorithm to solve binary
problems. Hence «n this article an improved version of the
chimpanzee algorithm for discrete problems and feature selection has
been designed and implemented for intrusion detection and network-
based attacks in Internet of Things networks. The proposed method
reduces features by an average of 60 percent and successfully detects
attacks with ac curacies of 99.3%, 99.6%, and 99.9% in the Ton-IoT «
UNSW-NBI15 «and [oTID20 datasets, significantly reducing the false
alarm rate of detected attacks. Statistical analysis using the Kruskal-
Wallis test showed that the proposed method converges faster
compared to the comparison methods.
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KDD = 99.6%, and NSL-KDD search
KDD-Cup 99 = 99.94%) KDDCup 99 optimization)
DoS =91%, Probe = 93%, NSL-KDD Binary CSO(Cuckoo SVM 2020 | [35]
U2R = 78%, search
R2L =83% optimization)
Accuracy = 98.81%, DR = 97.25%, and NSL-KDD Binary CSO(Cuckoo ENN 2020 | [36]
FAR =0.022% search
optimization)

Accuracy = 94.53%, FPR = 7.028%, and KDDCup 99 Binary Artificial bee NN 2019 | [37]
FNR =5.087% colony(ABC)
DR =99.67%, FPR = 0.17% KDDCup 99 Binary ABC SVM 2019 | [38]
Accuracy = 98.90%, DR = 99.61%, NSL-KDD Multi ABC | e 2019 | [39]
FPR =0.01% ISCXIDS2012
Accuracy = 84.25%, NSL-KDD Multi ABC BLSTM | 2020 | [40]
FPR (Normal= 25.7%,
DoS = 1.52%,Probe = 1.15%,
U2R =0.09%,R2L = 0.91%), and DR (Normal=
97.5%,
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DoS = 87.55%,Probe = 85.76%
Accuracy = 98.42%, Precision = 98.5%, and KDDCup 99 Binary Bat algorithm (BA) CNN 2020 | [41]
Recall =97.9%
NSL-KDD (TPR = 0.86, FPR = 0.088, KDDCup 99, Multi Pigeon inspired | = ----- 2020 | [18]
accuracy = 88.3%, NLS-KDD optimizer (PIO)
and Fl-score = 0.882), UNSW-NBI15
DR = 96%, and FAR =0.03 NLS-KDD Binary Grey wolf SVM 2021 | [42]
optimization(GWO)
of NSL-KDD(Accuracy = 97.8%, CICIDS Binary GWO + Crow DL 2021 | [43]
precision= 97.8%, recall = 98.2%, UNSWNBI5, Multi search  algorithm
Fl-sore = 97.8%) NSL-KDD (CSA)
Accuracy = 89.18% NSL-KDD Multi GWO SVM 2020 | [44]
Accuracy = 95.03%, DR = 95.23%, and KDD Cup 99 Multi Cuttle fish SVM 2019 | [45]
FPR =1.65% optimization (CFO)
NSL-KDD (DR =99.26%, FAR = 0.07, NSL-KDD, Binary Grasshopper SVM 2021 | [46]
and accuracy = 99.89%) KDDCup 99 optimization
algorithm (GOA)
Accuracy = 99.7%, precision = 98.95%, CICIDS-2017 Multi Golden jackal | BILSTM | 2024 | [47]
recall = 98.95%,,F1-sore = 98.95% optimization
algorithm
NSL-KDD (Accuracy = 86.79%, NSL-KDD, Binary improved Harris DNN 2023 | [48]
precision = 89.46%,F1-sore = 87.56%), KDD Cup 99, | Multi Hawk
KDD Cup 99 (Accuracy = 94.03%, UNSW-NBI15
precision = 93.78%, F1-sore = 92.24%),
UNSW-NBI15 (Accuracy= 81.92%,
precision = 82.75%, F1-sore = 81.63%)
Accuracy = 97%, precision = 94%, CICIDS2017 Binary honey badger BILSTM | 2024 | [49]
sensitivity = 95%%, specificity= 90% CIC DoS
Accuracy = 85.23%, precision = 78.72%, NSL-KDD Multi breeding DL 2024 | [50]
recall = 98%%,F1-score = 85%
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00:start
01: Solution; = Xipew
02: Solution, = Xpest
03: pointl = one random rand of 1-dim
04: Xnew, = hstack(Solution,[1: pointl]Solution,
[pointl: dim])
05: Xnew; = hstack(Solution, [1: pointl],
Solution, [pointl: dim]))
06: if(rand >0.1)
07: point2 = one random rand of 1-dim
08: Xnewy[point] =1 - Xnew, [point2]
09: Fit, = fitness(Xnewy)
11: Fit; = fitness (Xnew;)
12: Fitinew= fitness (Xinew)
13: Xinew= min of {Fity, Fity, Fitinew)
14: end
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00:start

01: Solution),s; = X;and

02: fit)5; = fitness(Xrang)

03: for it =1 to XMaxg

04: idxy=select dim from Solution;,g is 0

05: idx;=select dim from Solution,,is 1

06: Rg=one rand from idx,

07: R;=one rand from idx;

08: Solutione,, = Solution,g

09: Solution, . [Ro] =1

10: Solution,, [R;] =0

11: fit,ey, = fitness(Solution,e,,)
12:  if fit, o, <fitjy or 13 >0.95

13: Solution),¢; = Solutionye,,
14: ﬁtlast = ﬁtnew
15: End
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Input size (100,100,3)
Batch size 128
CONV2D filters 4
CONV2D kernel size (1,1
Permute(dimes) 3,1,2)
CONV2D filters 128
CONV2D kernel size 2,2)
CONV2D filters 32
CONV2D kernel size (1,1)
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1 accuracy

2 precision

3 recall
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5 True Possitive(TP)

® True Negative(TN)
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% False Positive Rate (FPR)

10 False Negative Rate (FNR)
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