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The Internet of Things (IoT) has become a critical infrastructure of
the modern world by providing a platform for automated
communication between millions of smart devices. The dramatic
growth in the number of these devices and the increase in their
features such as diversity, scalability, and mobility have also
significantly expanded security threats. In particular, the emergence
of hidden and complex threats that manifest through unusual
behavioral patterns in the network has doubled the need for advanced
anomaly detection methods. In this paper, a new model based on
ensemble learning is presented that improves the anomaly detection
performance in the Internet of Things by combining deep learning
techniques and machine learning algorithms. After performing the
data preprocessing process, key features were extracted using
Stacked Auto Encoder (SAE) and Deep Auto Encoder (DAE), and in
the next step, an ensemble learning framework consisting of a
decision tree (DT), a multilayer perceptron (MLP), a probabilistic
neural network (PNN), and its weighted version (WPNN) was used to
identify anomalies. Among the innovations of this research are the
design of a dynamic feature selection mechanism in the encoder layer
and the proposal of an adaptive weighting scheme for combining the
output of ensemble models, which has led to improved accuracy in
detecting unknown attacks and reduced false positive rates. The
proposed model was evaluated on several valid datasets, including
NSL-KDD, BoT-IoT, IoT-NI, [oT-23, and the results show a high
accuracy of 99.3% and an F1 score of 99.2% in the combined [oT-
DS2 dataset. The false positive rate (FPR) is reported to be below 2%
and the false negative rate (FNR) is reported to be below 1.5% in
most datasets. Compared to the selected models, the proposed model
is superior in detecting unknown attacks.
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1.Introduction

The rapid growth of the Internet of Things (IoT) has transformed modern digital ecosystems by enabling seamless
communication among interconnected smart devices. [oT technologies are widely deployed in critical sectors such
as healthcare, transportation, smart cities, industrial automation, agriculture, and environmental The rapid growth of
the Internet of Things (IoT) has significantly transformed modern digital ecosystems by enabling seamless
communication among interconnected smart devices. IoT technologies are widely deployed across critical sectors,
including healthcare, transportation, smart cities, industrial automation, agriculture, and environmental monitoring.
These systems rely on real-time data exchange, lightweight communication protocols, and distributed sensing
infrastructures to enhance operational efficiency and automation. Despite these advantages, the proliferation of IoT
devices has introduced substantial security and privacy challenges.

IoT networks are inherently vulnerable due to device heterogeneity, limited processing capabilities, constrained
memory resources, and the absence of standardized security frameworks. Such constraints render traditional
security mechanisms insufficient for detecting sophisticated cyber threats. Consequently, loT environments have
become prime targets for Distributed Denial of Service (DDoS) attacks, botnet intrusions, data injection, spoofing,
and zero-day exploits. Signature-based intrusion detection systems are particularly ineffective against such threats
because they depend on predefined attack signatures and fail to detect unknown anomalies.

To address these limitations, machine learning techniques have been widely adopted for anomaly detection in IoT
traffic. However, classical machine learning approaches rely heavily on manual feature engineering and often
struggle with high-dimensional and nonlinear network data. Deep learning models overcome these challenges by
automatically extracting hierarchical feature representations, although they typically require high computational
resources and may produce elevated false alarm rates.

Recent research indicates that ensemble learning can enhance detection reliability by combining multiple
classifiers. Nevertheless, many existing hybrid frameworks lack adaptive feature optimization and dynamic
decision fusion mechanisms. Therefore, this study proposes a hybrid anomaly detection framework that integrates
deep autoencoder-based feature extraction with adaptive ensemble classification to improve detection accuracy
while reducing false positives.

2. Objectives
The primary objectives of this research are as follows:

e To develop a robust anomaly detection framework tailored to securing loT network environments against
advanced and evolving cyber threats.

e To design a hybrid deep feature extraction mechanism by integrating Stacked Autoencoders (SAE) and
Deep Autoencoders (DAE) to capture complex nonlinear traffic behaviors.

e To introduce a dynamic feature selection strategy based on neuron activation analysis to remove redundant
features and enhance computational efficiency.

e To construct an adaptive weighted ensemble classification model combining Decision Tree (DT),
Multilayer Perceptron (MLP), Probabilistic Neural Network (PNN), and Weighted Probabilistic Neural
Network (WPNN).

e To evaluate the proposed framework using benchmark IoT intrusion detection datasets based on metrics
such as Accuracy, F1-Score, False Positive Rate, and False Negative Rate.

e To compare the performance of the proposed model with existing hybrid and deep learning intrusion
detection approaches

3.Methodology

The proposed anomaly detection framework consists of three major phases: data preprocessing, deep feature
extraction with dynamic selection, and ensemble-based classification.
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In the preprocessing phase, raw IoT traffic datasets are cleaned to remove duplicate, missing, and inconsistent
records. Categorical attributes are encoded into numerical form, and all features are normalized to ensure uniform
scaling. The processed data is then divided into training and testing subsets for unbiased evaluation.

For deep feature extraction, two complementary architectures—Stacked Autoencoders (SAE) and Deep
Autoencoders (DAE)—are employed. SAE learns hierarchical compressed representations through multi-layer
encoding, while DAE enhances robustness by learning noise-resilient nonlinear transformations. These models
convert high-dimensional traffic data into compact latent feature vectors while preserving essential behavioral
characteristics.

A dynamic feature selection mechanism is embedded within the encoding layers. Feature importance is determined
using neuron activation magnitudes. Features with low activation values are pruned using an adaptive threshold,
reducing redundancy, eliminating noise, lowering computational cost, and improving classification performance.

The optimized feature vectors are then classified using an adaptive ensemble model comprising Decision Tree,
Multilayer Perceptron, Probabilistic Neural Network, and Weighted Probabilistic Neural Network. Each classifier
generates independent predictions, and their outputs are fused through adaptive weighting based on performance
confidence to produce the final anomaly detection result.

4. Results and Discussion

The proposed framework was evaluated using several benchmark IoT intrusion detection datasets, including NSL-
KDD, BoT-IoT, 10T-23, MQTT, and [0oT-DS2, which contain diverse attack categories such as DDoS, DoS,
botnets, reconnaissance, and protocol exploits.

Experimental results demonstrate high detection effectiveness. On the IoT-DS2 dataset, the model achieved
accuracy exceeding 99%, with F1-scores above 99%, false positive rates below 2%, and false negative rates below
1.5%. The deep autoencoder architectures successfully captured nonlinear traffic patterns, while the dynamic
feature selection mechanism reduced dimensionality without sacrificing discriminative capability, thereby
improving computational efficiency.

Comparative analysis with existing hybrid and deep learning intrusion detection models indicates that the proposed
approach provides higher detection accuracy, lower false alarm rates, improved detection of unknown attacks, and
greater robustness on imbalanced datasets. The adaptive ensemble weighting mechanism further enhanced
classification stability by balancing the strengths of individual classifiers.

5.Conclusion

This study presented a hybrid IoT anomaly detection framework integrating deep autoencoder-based feature
extraction with adaptive ensemble learning. The combination of stacked and deep autoencoders enabled robust and
noise-tolerant representation learning, while the embedded dynamic feature selection mechanism reduced irrelevant
features and computational overhead.

In the classification phase, the adaptive weighted ensemble composed of Decision Tree, Multilayer Perceptron,
Probabilistic Neural Network, and Weighted Probabilistic Neural Network significantly enhanced detection
precision while minimizing false alarms.

Extensive experimental evaluations confirmed the superiority of the proposed framework, achieving detection
accuracy exceeding 99% with very low error rates. The findings demonstrate that integrating deep representation
learning with intelligent ensemble fusion offers an effective, scalable, and reliable solution for securing IoT
environments.

Future work may focus on lightweight deployment for edge devices, federated intrusion detection frameworks, real-
time streaming analysis, and explainable artificial intelligence techniques for interpretable threat detection.
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gorithm 1: Feature Extraction with Deep Autoencoders and

Dynamic Feature Selection
Input: Raw network data
Output: Optimized feature vector

1:

function Feature_Extraction(input_path)

2: raw_data < LoadData(input_path)

3: preprocessed_data « Preprocess(raw_data)
4:

5:  # SAE for hierarchical feature extraction

6: features_SAE «
SAE_Encoder(preprocessed_data)

7

8:  # DAE for robust compressed representation

9: features_ DAE « DAE_Encoder(features_SAE)
10:

11:  # Dynamic feature selection based on activation
weights

12: optimized_features «
Dynamic_Feature_Selector(features_DAE)

13:

14: return optimized_features

15: end function

16: function SAE_Encoder(input)

17 train SAE model with multiple hidden layers

18: features « forward_pass through trained SAE
19:  return features

20: end function

21

22:
23:

: function DAE_Encoder (input)
train DAE model with noise-injected input
features «

compressed_output from trained DAE

24:

25

26

27:
28:
29:
30:
31:
32:
33:

34

return features
: end function

: function Dynamic_Feature_Selector(features)

for each feature F; in features do
activation_weight < compute_activation(F;)
if activation_weight < threshold then

remove F; from features

end if

end for

return filtered_features

: end function




WY O g lagsl sols ¢ Broe layliS 50, 5 (29,5 (6 S0k 0 ,Sug, b Ll il jo (g luial jasis lp saiedign g oS S o &l

Siledd culys Jolov (e Ty sl Sl p5lSe
zhptnl 5l e el 0uls b 13856, Sl oY (o
« DAEs SAE (slo laS 50, 5o,k 5l oados,id S oy
sloedls JS Jsb 5 (i) 095 p el e
S S silodled (Sl ST 05 00 dnmslome (550
CoanleS Ty Olyiear (T of il oS pasio sl
by 225 Oygon alivl pl 008 0 Bis g ool aslis

D9 oo e Lais il Jld @y Jolos

2 5 05 g plonl ielas 5 gy ShlS &0 anl ol
5 Casi 055 Sjsen i slaShy (hisel usl
By gy orl i )3 Nadoe B> e sla S
Sledbs! ¢ 3H(PCA) Lol sloaalse Jdo aile Ll sla g,
A JiSlo b penal S5 50 slapiy oSl o BMI) bl
Joe allaz szl 4 s oo 5 039 4zl Sl Baoe
sls uLMaJ OM)SQ Lngugs) l; 60% L}‘Jﬁ) A.M..:La..a ..L.S‘SA
&L..:L...u R w‘ﬁ‘ U.CL: “5?1"5 Gl’ﬁ-’ ul}b.:‘ )‘ oolazwl a5
5 Je g ll g 9 L3 slalaie 75 pals (s luals
Iy dmslie opl 20 Jooo ol ol sy sloesls b ag>lge

L oo lid

s oBsl Gla e, g eoleiiny Sis, amlie 2 Jgaor

SleMb!
2= (S8}
| . | PCA D] Al e
e S ] ol
)
—09° bs
s Sol | s ybel s be! (e )
S
KPREN > = ab 03lo by Guukas
2 sl
35l 35l 35l 3, o
el )
L Sk
3, KRR S, S5 emas A
Sy B
Ly omb | begte L 9 R9
CoodleS
oz .2 bl
Loes Sgdzme Joes aby /ﬁ; i
ools b ool
S

32 Principal Component Analysis
33 Mutual Information

sl zlzal o oblg (gree 0,138 50, Lol Coje
sl Jos o, Sloe 39 50 a5 el bools 51 elysl o YU mlaws
S oo ) cage il (g lual Lausis

iS50, Sl ool ool las 3 USs o a5 jsbiles
el Gkl g gilwos pid Y pais Jeld Gaes (S0
ol 00 w3 laiiy I3 50, JlSlo 4 JSS jo uizren
) 6995 Sla Sy 2w Oppon Y o gl 0 &8
o la8 e ) ol j auS oo Jhiie dy 4Y 4y 5 00,5 (g5lwos pid
slaxs aS g gty il 8,5 13 ooliiwl 090 T JlSwS £
Aol e ) g 03g (5993 5SS Gl sbeaY slagyy
g ge ool Gl SganlS slaialed (6 T0k 4 9o

[50] lasy 5355 6,38 50, 4 JSCis

gl sy DAE § SAE glo iS5e, oy cnl 5o
. SAE &loas 433,515 &y ools ol ol 5 (gaudS sl S5
Tt ‘) ELOW) 6)bé) GL“’?i” ‘Ls'tj‘}“‘d“‘l“’ ‘5)':5°L.’. L
S50 900,88 pleilh pgi B> LDAE 5 uiS o0 (55luJoe
bl g5l 5l eolanwl b opuizmen a2 oo &3] Waools
i sl Shy 5 Sd> CoealeS sla iy (Shy shin
Slaylaie als (s so el S 5 (nl Nsdoo Cas
Joe o asliol oM plobs glg moliél 9 QIS

31 Undercomplete



¥ o ylous VY 0,90 [NFoF Jlo [ 6yl g Soig il il

"y

(PNN) Jlai| maas a5 ~F-Y—¥

M)?uw.u mas LS £« (PNN) Jloo| cac oSl
aY ol oas LSas Lol eV bz 5l a5 el aVas
(V5 b @llao) (29,5 aY 5 e &Y oS &Y (59
b casas ool ceen (lyed Glgse | aSls
50 T(KDA) glats jasis Julo gl 0 T(LDA)
I it oS 550 b 4 asily &5 codl b S

RULE K I

oolazwl La |) uu)lf).m u))b 0)7.:.;.3' JL@D‘ Glli> &UPNN )d
WSl 3l 0,8y Wi Geesd 6.;‘3)'94»—\ Acgazmo sladiges

oM 9 x; 590l Wged X(539)5 sy |y Ji! JEs &l

_1 X — X; 3)
P(x|xi-Ck)—;w( . )

bl 09 539 @O0 (39,9 wgei X g pli aiges x; ] y5 oS
My g (5»»)9.01 449.4;.! L.SLQL)")‘S uwl.w‘ » Lbo)f S L_S‘)Lwls—odb
Gnger s A lp 0g)S o 5 Wed e an0g,S Sl
—0,5 oz Y ;0 0580wy |y W il B oogd e
ol aiS o gz | el Gla S 6550 AY polie cf slo
sshailen blize 55)L b (gl o)z Siress ool oz

g o 003 et Sl 00 iy y25 (4) abasly o a5

1 G X —X @
2 _ — X
fck(x) - TlckU; w( o )

el Cpp S ladiges slows ne, «

SN 4 (69955 sladiges TS 4 pez 4Y (plply
Wy s S mlb wix slodiges glp 05l oo Jlaim]
Dl 035 eSS Sazme (Ssel 4 LS e

oS ool DRBF) aily el aiin o Vgone W(4) 059 &5
GSoil 1, aislisl 559,55 sdbaislis dige oy dlold
rlas] ol 4 e Gjg il yreS alols azse aS e
b e

S¢> ol 4 aS Sl |, RBF SuSTy 0 gle,lgen sulil

WS (58 (et ey 50 039 35 0 5
O] Sy srosly 4 u‘“b Comlws Jols PNN 6ll5e
2 Sselil anze sl 5 was sl Shs w50k

38 Feedforward Neural Network
¥ Linear Discriminant Analysis
40 Kernel Discriminant Analysis

4l Radial Basis Function

&5“5)5 LS)'.‘;M?. L‘ 4.5)[:9@[., o ii—3-3

al>yo 00,88 glon Gl @ pls laosls Lo ey
RS By el (65 el 5 (655 0k wl B bl ol
34 el Baoe (25,5 (5,5 0b slie p solidny (&, linls
O9rgmy el 0l oSS alise 00,08 ez oS S
Sloixl ouac a8 (DT) ppeai &5,0 (MLP) a¥oux

(WPNN) 35 Jloisl oeas 45t 5 (PNN)

ekl oS5 ik So Gk 3l e ez )l e
w oboiel (e olol 2 1) Joe 2 39 &5 99800 (213
S T I I T LI Y WORRICT g ES PR TR IO
2303 Bl Hol i whil gunailb coo g
285 ual¥l g TTEPR) 3l Sute g5 alS Coge (e

00,8 oo aimliil e ol o

(MLP) &Yoo 09 s - V=¥ -

oS Sl Lgian mac a0 o9 (MLP) eV g5y
Dyl ge a8)F 15 4 ol Bl o glos S sk o
Sl ol ™ 53 s (5550 S s 51 e
5 eoliinl b aSls slayial)l o] (o a5 s oo oy T las
2 Nedee Sluyiond Jop bl (s 9 S Sl
L Se 2 ol aVaw Jols MLP snai b S, 5l callie o)l
ilodld i oy olos 1o sl ot oslicia iy Y - -
&y cnl saisas 5,54 6 (2) = max(0, z) & q0aReLU
ighh g o oslil ablize 55T o b 5 e L3ieel
M= 6n5ob g5 b Adam o )81 51 6550 e b (s5boainge

sl s plol FF Ll diass o5l 40,001

(DT) ponsi’ &5 58 —Y-Y-¥

297 05 5 (el pealedis JLSLe (e (Joe el 350
kosls  (gondad  Plus ;o 00,08 job 4 a5 ol
5o bosls 88 5b e b Jow ol 10,5 o 1,8 oolainls jee
pLsl 1) S ool il 8 5SS Slracgorman) 405 2
) S S bl Gt 05 e 40 e e
2 05 Jole (See SIS e U0 pS (o0 D50 CuieS
Sl sl ol a3ls plsea T 0557 Jlas lis oyl
WSy She lro,S cwl eas QLS aippnds CoiS
@ baigel Cole g al>jeaals e (6 Speeal plxil iy
sloo S oS Jlo o iyl onge 1) (2o Sz p o

s ganaib ol @l Kbl I p

3 False Positive Rate
35 FeedForward

3¢ Backpropagation

37 Entropy



WY O g lagsl sols ¢ Broe layliS 50, 5 (29,5 (6 S0k 0 ,Sug, b Ll il jo (g luial jasis lp saiedign g oS S o &l

C(x) = argmax f;(x)

j=lad

[52] WPNN (¢ loxs :6 JsCis

(0) ally 1o S35 i)k oz Iz ess l eslinud L
5 Gz Sygo a4 |y O IS Jlis JB> b oy

22,5 Ole (o ile
ey L "
St widet(H)
1 ((x—x)TH!
k[ ———

y slo sl Jal 5,55 53l lyad o ile (H) 51 5 &5
LS M) Gomaiz S lk() 5 dgad 2ol oo Sie
wiges sl (B) alal) ;o S (6 S predl Wbl oo (b5

il Jliz! a9 bl 0 X ay0

e(x) = argmaxfy, (x) ®

9ol Gadiges (SA) Coles Llow ulul » Wy slacyss

lo639,9 4 Commd KDE &l Lol )5 Conls gl co (pupns

)‘ 4.:5.4.1 » L;‘f 03 JLa).l Lg[mu)j UM 9 03l AML?(A
2l oo Cwd 4 Cpp WIS

P; 29

4 Cod PNN (pizmon ol g0l sloosls iol3dl & a0
a1l sgame gl slaools b (5 5 o Slos ¢ Guos sloaSis
S5 S el Spglie dileas OMem plp 0 g w2

Ao ol 1) Jlia pras 4l (5 )lone

Input layer Pattern layer  Summation layer ~ Output layer
P(x) felx)

[S51] PNN) Jlazsl ceac aSeds (5 lone 5 S5
(WPNN) 3y Jlois! cwac a5 —¥-¥-Ff

039 s Y 55 (jsel diged 1o 4 ] 1o a5 Cool PNN 4
ol jelaiedy 20055 ol gl e ools plasl Lol
Slodises L Oy oosls );l oS g Goaib cds
il rae 4l 5 lere 6 JSi 0,5 0 pll CuaS WS
3o L 1) (S

abl) ©yg0a WPNN oSl @Y o (bys Jlis! J&a &
D9 oo C)La‘ Aé)

_Wi (XX S)
PO 1 x.C)=—w(~—=)

oyie ol vl X digad 4y aidly plais! 50 Wi ol jo oS
e adiged slozel Colili b comnl e olul r Ygane
(0) akayl, ;5 by Syso 4 WPNN 5o sex 4Y.0igd oo

a3 o0 plol g9 (bl 2 1) polie ged

1 G X —X; ©
fe =) wirw l
¢ 3,k Wi0'i=21 =)

el 3l ol el Cpp (IS (sladigad slaws Mg, a5
GrSpenedl 2 6y 336 SYL (359 b pladigad 45w o0
bee pRIB Joe 285 5 b syl g )l ol



osls

59,9

¥ o ylous VY 0,90 [VFoF Jlo [ 6yl g Soig i1 iy

"o

odBos 8 (Shg sy Jelod b laJoe cnl 51 o se 538
Sl (oS 4 diged 3las Jloixl o la8 50 Jawgy cadades
S5 Bl o Gk 5l @l (e 5 03,5 ala |,

Bydes Jol> (g Ak

a.P1(X)

) M1

DT

SAE

M4
WPNN

—>
Geoe (29,5 653k Joe (Ssh Jloges T b

Loss oo lonial (a0l (s3lussly (s lans 5o
o s e pll Tl sloo S b TTad (sl S
5 5095 sla)iSie, el oS5 Jae SBisn b
ale LI0T slao,S 55, 5 o] lyz! «ons,5 slboos w5l
Gk 5l 4t slaosls s 3y Sl I Ko aiile dgaoe
Lo 50 5 0ad Jloyl Tlaojly)o b ouiiSs pslaezr (sloe 5
S Jelod Bl 8509, cnl oo o n Rl b 4
ppld ) pdioelde Gleasid o o Sles gylml 5 (o
205l g0

ool acgozxo —4

10T-23  [54]10T-NI ¢ [53]BoT-IoT (slaoslsacgarne

!y [57INSLKDD 4[56IMQTTset [56IMQTT [55]
Ol s 18 colatuly gl (solpin slaJow oL
BoT-IoT (sleoslodacgazma peap sl bl iilon Jolds al> 10

“2 Edge Nodes
4 Fog Nodes
44 Gateways

Slaws P] ‘] oS ol pezd sboaulus oy a; S
L5395 4 Comd KDE (Lol,5 ij(p.r) 5 oW sladiges

Gos (P9,5 SOl Loz lr-Y-Y-0

oSl ez slazss wedliin Joe o
L MLP ¢ DT.PNN. WPNN;| [Siice {Mq. M,. M3. M}
Wighis0 S o & Rl (2309 el Sl eolital L
Ml}u& oo 9 slezel 6L®)L.’.A d.:‘.w‘).: oq.:].fob BLINSST

el (G395 5 Dppe w0V 2l (o> 9 90,5 o

’ 10
y=argmex ) o pi(e] )
=
oarass Jozo P (C 1 X) b 0wipSoly 055 @ (o1 0 o8
Lmuu)lf 4c gome C 9 J a..\.iﬁ.féli Jawy C u.:)lf EO N W ool
g go il CMas aseds Sl il

iGres 295 6 x50L

69,5 Wiged sl Mj oni S0l Juo o (29,5 95 (23
el YLz oy S X

p;(x) =[p,(c110).p,(c2 1 X)....p;(ck  AD
E3)

b)) bl ek 80058 el S Sy K a8

Gl los b C3S Cuze £y s o) Jow o o Sles

PlaSl A 59 003,50l 8 4 g 95 e D 5o (Slael

a5 (5 ek by oo
4 12)
a; = 1. aj = 0
j=1
(3) dal, &j50 4 Y 295 Jae gl ol >9>
g oo By
4
13)
' =arg ce{’c’i?.’fc,(}j:zl a; - pj(c | x)
T JSs Oip0h Gees (895 xS0k Jae (Seb Jlages
sl e

ol 5o el padis el anlp a5 cwl S5 a4 ey
slap)sxl G9y0 9 Sy gl a5l e o
9 sbay 5 oS opS e plnl (895 550l
Wiz o eedl S350 i onipSol sl o
ganail gaibs ol i g8 9 Jlil e 4T
Soleds 5yl sage ol el g gole la,lis, 4 bdsgal



1 oS 5 Jogly5 sole t Gros sa,li8 5, 5 (5235 (S eFol 55, b Ll Syl 15 (s lrinll ki sl aiedsn 5 (o5 Jon )

Sladigas g ool had goue polae 4 gouc pé sl S
o3b yo Wools Ly il Bd> CSV o LB o (),S6
s g ably (2alS &y eolie B wias Jloy (1L 1)
ol el e b (a8l slaosls il Al Sl
B sbaiges slass 5 IS I glaods 3 Jeaz wileads
03938l sladiges Laa> g BA> 28,5 i o L) oold dcgeme
IRCL P
osly yiuws paisce cauogs
Sl lagmile Jolis ool adgs BoT-IoT o
Sbl5 el (LAN) e oS 5 iyl @y e
s Jaasgi e ¢ Ostinato I3l lawss sole
Normal Jolis o WS 098 0 adgi S92 JI
oS .cwwl Data Theft 4 Scan  DoS DDoS
losds S 3 w8 s DoS sDDoS
Scan gMirai MITM « DoS Mz Julss JoT-NI e
Goslanmr e aSh Sl 5l leesls ol
Kloads
Stratosphere  olKiolej] ,o aBlbaswgs [0T-23 @
olag, Vg oy olag, Yoo Jols « CTUK SIS
el T0T 28ly slaolws 3| o yee e
sl 8 Jols glacgare MQTT-IOT-IDS2020
MQTT S5, b asye oMla> 5 sole Shlas
ol
diadige a5 o ToT SLél s Jolss MQTTset
el aly T Vo o gl
1 JoT-DS2oslsac gozo oS 5

IoT- « BoT-loT sleacgaze « Srol> osloacgase slxl (sl
sslsasgorme 3 wlonds cuS 5 MQTTset sMQTT J0T-23 NI
oolsacgaze oyl .canl oals JSaSToT-DS2 ol a4y (guy0=
odld sladigai .l (gole WS G g dlom IS VA Julis
Siloads goipunds 4 Jgax 7 b 4 [0T-DS2 ;o

Yol Ghpgel Al e g0 4 laosls daJas bl sl
ISA 4@ lom ‘5;2))’9.01 Glrosld s WA el S
Sy Dl S5 Wb S il Yo 4y Sjeal
#F obal gl p Bolas Kz piy,630 5l oolatl b iS5k
Sy o a8 3 IS4, [0T-DS2 ools acgozme 10 5o lS S
5 oid oolaiwl (Fig bl Jg, 3l NSLKDD osls acgozxe
B bld e Jow ;o o S e

Jols jine dcgemme Cid gz ge slrodlbacgame Lo
3 MQTTset MQTT JoT-23 doT-NI BoT-IoT NSL-KDD
sles lore il (glagy Liw £005 b ailoass bl IoT-DS2
sy bl ol glad o (bl eSSy o asd

MQTT- [60]10T-23 . [59]Network Intrusion 10T [58]
9 [62IMQTTset 4 [61]10T-1DS2020

5 gl boslsdsgema (ol peap slo bl (Jol al> o jo
20,5 0 CSV (Ll g0y (Shg A b ol bjloy
ol yoi w5l Glale bl bediged (6, l08 iz
Jols o8 ladiges ol oas olil oolsasgerme o (sl
Sl Sloy sten 5w IP e g e IP ol 2 i
acgaze colod 5l ing ToT asiis jo @bl )l 0,5 asiv

ICRVRIC RN e
I0T- . BOT-I0T (sloosls acgammo sladiges g Lo wdS :3 Jousr

MQTTset s MQTT JoT-23 NI

4;:? Sl | Kl L o
(a)IOB;’T' 77511 150202 Normal 0
17420085 | 57027372 DDoS 1
18199716 | 37077674 DoS 2
4108211 | 4734836 Scan 3
445799 | 454715 | DataTheft | 4
(b) oT-NI | 39851 40073 Normal 0
59391 59391 DoS 1
32909 35377 MITM 2
366971 | 415677 Mirai 3
72122 75265 Scan 4
(c)10T-23 | 4253672 | 4313776 Normal 0
1699608 | 1716778 Attack 1
756 756 Mirai 2
7707 8035 Doxfoa q 3
12648 12895 Heartbeat 4
20612 23981 C&C 5
24492 33858 Torii 6
2999999 | 65944863 | Port Scan 7
4619869 | 20768988 DDoS 8
12908506 | 13718252 Okiru 9
@
MS;_T' 167159 | 334318 Normal 0
IDS2020
2001972 | 2002780 Br]\ﬁngoIce 1
29276 31245 Scan-A 2
27843 33404 Scan-U 3
1217198 | 1252259 Sparta 4
MQ(;)Tset 420136 | 440699 Normal 0
4513 4547 Bruteforce 1
77756 77793 | MQTTFlood | 2
11265 11408 | MalariaDoS | 3
3535 3580 Malformed 4
3044 3044 SlowITe 5




¥ 0 louls VY 0598 [NF+F Jlo [ g sl 3 Sy 151 iy

ny

~ (TP +TN) a4
Accuracy = (TP+FP+TN+FN)
TP
TP %)
Precision (TP + FP)
TP
_ TP (16)
Recall = Sensitivity (TP + FN)
F1 score =2 X (Prec.is'ion X Recall) an
(recision + Recall)
FP
_FP 18)
FPR =P+ TN
FN
RN a9
FNR =N +TP)

plxl oz iz coldacgamme can o oo Sbj) sl y
el 0o ooliiwl (6,0 g 4wdlS s gunaib sla il
Olsicdas TensorFlow ol jen 45 Keras oz l> 5l ioghy ol
03y oy b islesl oles (gl,>! g (sjlwesly (sl Backend
Pt 53 0303 5 bl i isel (slannlp bt ol
Shge 40 a5 Cwl 53 a4 p3Y aileads plxiGoogle Colab
& a3 bl ganaids sla Jus daosls ay5e5 Joles pae

S a2 251 S

F1 Lol g <o jlore Julxi-5-1

sl 99 50 (olpidey Joo ,8kee 5 Jgaz 58 JSs 4o
oads ools Hlis jixe oold Acgezme Wiz (59, p F1 Lokl
sasaslis a5 wies doy 97 YL (Sen laids ool
Lol g lrial i @ly Joo YL plaebl ool
S 9 799.1 L BOT-I0T eols dcgomme ;o &85 (p yides
4 5w F1 Lol .ol oo <ud 797.5 L MQTTset ,o <do
O 25 Jolas aS 0,06 ,1,3799.0 5 797.6 o aline 5k

A2 oo las |y Jaw cds 5 gls )8

Accuracy and F1-score of Proposed Model on Various Datasets

¢Al> ‘sgli)‘)l Q&AI ac goxo Q.ll S 5 ogh 03l iy
WS e w2l 1) s el (ili8l g (58 UeS Ll jo Jow
3 I0T-DS2 sols acgame sladiges g lo oIS 4 Jgu>

ol sleasgoze s

accuracy (%)
B f1 score(%)

986985 9190 083982 979978 gr5o76 o2

%4
0
8-
a0
R
w

NSL-KDD BOT-IOT  10T-23 MQTT  MQTT-test 10T-DS2
Dataset

FI g cds jlne o oolyiing Jow o ,Slos : 8 JSCi
S & 3890 NSL-KDD ooloacgerne (55, golppsion Jow
=l opl ol oais Z98.5 Ll Fl Lol 4 £98.6 s
g bual jasxis 0 Jow 0 e o Sles casaolis
lixe 4 YU cds el o laslinl g y5laie ols acgozme (pl o

performance (%)

B 4 Suop Floscore g cunl ganail slalls  alS

IoT- | MQT | MQ IoT- IoT- | BoT- e
DS2 | Tset TT 23 NI IoT
2000 - - 4253 - - Normal
000 672
5000 - - - - 1742 DDoS
00 0085
5939 - - - 593 - DoS
1 91
3290 - - - 329 - MITM
9 09 ARP
Spoofin
g
3669 - - - 366 - Mirai
71 971
5000 - 2001 - - - MQTT
00 972 Brutefo
rce
5000 - 1217 - - - Sparta
00 198
4457 - - - - 4457 Theft
99 99
5000 - - 1699 - - Attack
00 608
2061 - - 2061 - - C&C
2 2
7707 - - 7707 - - File
Downl
oad
1264 - - 1264 - - Heartbe
8 8 at
5000 - - 1290 - - Okiru
00 8506
5000 - - - - 9462 (0N
00 68 Scan
5000 - - 2999 - - Port
00 999 Scan
2449 - - 2449 - - Torii
2 2
7775 | 7775 - - - - MQTT
6 6 Flood
3535 | 3535 - - - - Malfor
med
3044 | 3044 - - - - SlowlT
e

b 2by-S

el S0l oslainl b 29,5 (650l golpiing slo Jow
Sl puac a8 (MLP) aVoiz gwpn «(DT)
51 eslaul b (WPNN) 555 Jlim| goac a5 (PNN)
(@3 et #,5) FPR ¢ Fljlal (Jlgzl 3 ccoms s
Aolre ;o laylxe ol sloge,8 a5 (L3S ae &,5) FNR™

DAl i ) Liel ROC g cel o 31,1 19 5 14

4 False Negative Rate




1A oS 5 Jogly5 sole t Gros sa,li8 5, 5 (5235 (S eFol 55, b Ll Syl 15 (s lrinll ki sl aiedsn 5 (o5 Jon )

S 5 05,05 (655,54 5 Baes 093 sl )l35 50, (b
Dl s (29,5 (5550l Lozl j0 (w359 (Sudal

B R

Nt

SI(FNR) Q35 saie 7,3 9 (FPR) Q3 cuin 75 (slo,lso
caiS S 2L 2Ll 0 atls (n e
S Lol 26 il die )0 0594 (5 )lmial
oloilay a5 cuwl Sgil8 sladiges (l50 (FPR) .
Sade pl wlas olelis g el lsica
I slajlaze pals samolis o1 Hogymb
el
oliilay a5 cunl el slodiges yl3me (FNR) °
Tr ol Gl wleads gunail Sl (lyea
Dyl Slagags 38 olelid ;o g0l Ly Cooal

osls A gone Lgl,x Ly GRM 9 SIS cuw cr 6 Js»\#

5 Olax olwlid &5 o ol alilys Jow a5 aos o ol
FI el g cdo,lae yo golgiin Jow o,Skee 5 Jous

ools 4c goo s (%) F1-score (%)
NSL-KDD 98.6 98.5
BoT-IoT 99.1 99
10T-23 98.3 98.2
MQTT 97.9 97.8
MQTTset 97.5 97.6
IoT-DS2 99.3 99.2

FNPEIVE FPR % FNR %
BoT-IoT 1.2 1.1
T1oT-NI 1.8 1.3
10T-23 1.5 1.2
MQTT 2.0 1.4
MQTTset 23 1.7
NSLKDD 1.0 1.0
10T-DS2 1.3 1.1

a5 5,8 oanlie olyise (1 JS5) abgyye Jlogei 5 6 Jsoor
3 NSL-KDD asle &Lmoba.cw 5O ohgd WS laas
5 A1.0 L ply FPR polie o yieS ouiy 4 aSBoT-IoT
sloaze gals Sy gedge cpl ams oo las |, £1.2
oS oad By YA 5l ieS beoslsacgeme osled 5o 3
5 g lual (sBly Slobs jo Jowo YL cds casmolis
&S gles sl Glag liw jo ( Shy ol cwl Olaags
asls Jliods guz sladely Wl oo WMo ais olulils
el )|«>)9,">JJ. 6‘°]"3 w.o.b‘ )| u.\.wb
aS el MQTTset ools acgozme 45 bogy o FNR g FPR -y 5YL
Eo5 g ool pl b b Saomy Jdo 4 el See
acgazme (pl yo ool &l olie gy pl b sall QT Mo
b ooleioy oo oS sk a0yl )18 Joud LB ol o 55
5 @YU slebl <o ll8 ¢ FNRg FPR ialS o Jobss Laas>
w3 o a3l lag lwial janseis

L ol Fl-score 3 299.1 cds Jow « BoT-IoToslsds gozee 5o
a3 oo Lt YU jleas 80 e oyl el 00,5 i 1, 99
P2 5 ST b0 @ Sl iy eolgiiy Joe oS
ablio Luil o sl lacsal Sl a bas e slaosls oYL
oy 6o e ol o e oSl a5
SESE g glFl 3 (295 S0k 5 s sle iS5,
el (gole S plp )3 o e slagSl 380

Joles Fl-score o +98.3 c3sa; [0T-23 oolsacgame ,5 Jow
3 Joe @08 oaasplis @l opl el axibooss £98.2
Lasl o il pgsise 5 5 o28ly slalame jo Olagags ololis
S92y yYoduzmy srosls § s it glgil a5 ol ol
5 philhsl Sy dcgemme pl 0 YU cds Las o)
] AN Wi g ety sladae (o Jow 6,55l

S8y S 4 3350 MQTT slaosls (sl (golpinn Jow
4 a>g b o.cwl sas 4£97.8 I, Fl-score 5 /£97.9
Jil ¢ sbasl copnl jaise oS MQTT JSGgp Sluogas
Col ol Juw a5 sos oo las Cds pl il S slaply
@ &, Sy (nl A slag el 5 Silex slagSl
cleosls Jul aY o cusel @y ol cpl aws el
el Sl s Ll o

797.5 cés Jolis MQTTset osloac oo 5l oowlassds gulis
1 goleiing Jow sl opl .ol £97.6 Jolas Fl-score g
sleass gole e slo)lid, 5 OMex glgil 580 (guiaiwe
Sl o Slee o oo 1,3 MQTT JSSg,, 5l oolaswl LIoT
Sl splpul a5 aas g lis ols acgaze (pl (55, Joo
L o st Sl g 009y HIS 31 (29,5 6550k 5 (S
] 0BT Sguge

odlsacgazs Wi plésl 51 as T0T-DS2 oS 5 oolsacgazes 4o
oW K g dlos WS saxe Jeld g oad JuSis calice
Joles Fl-score 799.3 césa Golgin Jow cenl Jloy
lUly sammsplas Je o Shee ol ol adlbcans 7£99.2
5 ddxine sloosls oS 5 slo Sawzmg b ablas o Jow ai
Joe o, Sles dgugy el Dlayags iz glyl 38 aseis
O Glgee |y bacgame plu 4 Cod ooldacgemme ol (o




F o ylos 1Y 0590 NN F Jlur /6 yua Lo g Sasig Sl il "
Joe 8 Shec.cenl jUasil BB ools acgazma cpl og o lailivl Comparison of FPR and FNR Across Different Datasets
S 3 MQTTset wiile Soduzmn slooslsacsorme (s, . PR (%)
LYy gloles 5 cds Lis coul aiuily o oog Jsud b3 ; FNR (%)

BROC 1o g0 Judxs —5-4

ofles byl ly LlHI e ete 31 o ROC loges
TP o by Joged ol el g)lual el sloJoe
Oioles iz glaailinl o | canlus 5 LI cude
&Sl AUC Jaie (Judos opl ;o (gaulS JLas om0
Codto Gl oS s ol BB pled jo Jaw oUlgs eaums i
el e g
55 Gysb 4 S o yeeii 1 0.5 5 AUC Jluie @
e g Jlo sl 08ee Sl 1 4y Soo3 laie
ol diged aseis (o (598
O wwbie Jolay glse a4 AUC (oYL polae @
SIS B a3 5 QI e 25 g Cumles

NI S SUNS SERSR |

ooty AL goxa 6‘,} AUC )Lx'é.a 7J5\.b

00ld degazme AUC
BoT-IoT 0.865
1oT-NI 0.903
10T-23 0.854
MQTT 0.980
MQTTset 0.948
NSLKDD 0.987
10T-DS2 0.905

a4 S0y boslsacgame ploi (gl (golpiiy Jow AUC jlase
Geds asid o Vb glly sxmolas a5 el 1 sue
AUC jlads o pVb .l S5l slaaiges 31 jlral sladiges
aS aib o 0.987 suc L NSLKDD ools dsgaze 45 bgye
el 00l dsgeme cpl 0 el o L.;).Zu orreis Sl
BoT-4; Lgspe ools acgame o ;0 AUC laie (p yieS
A o Hlid ) o9 5,8dee ylizen a5 el 0.865 L 10T
5 2,5 Slas deools acgerme slas jo Jlasly o YU juolas oy
5 Eote slaools b agzlye )3 (goliiny Joe S pdypees
9 Beo (295 S50k S 5 Sl Ll 2 il slos (A8l
aSl ool iolidl 1) mseis Cds L & 5045 sla 135 5s,
03,5 (el i g 03ld Slysi b aglae jo f) Joo g)ll

46 Receiver Operating Characteristic
47 Area Under the Curve

Error Rate (26)

BOT-IOT IOT-NI  10T-23  MQTT MQTT-testNSL-KDD 10T-DS2
Dataset

&9y ©lgiin Joaw 10 FNR g FPR aslis jloges 9 sl
iz slosls acgaze

S0 g MM)L».&OJ.JJU—S—3

e 90 g lmal akas glagiaes oSles b5l 0
@bl 3 WS oo Wl g sl B Coo g Sl
9 Sl Jlns 90 (g)lmial aris beptugs o,Sles

Joe wsllas e 8,5kee Sl 10 IS5 5o onts 4l gl
S S @l jlral glaaises olulid o golgring
Dibge aoyd 97.4 51 YL aools acgerme ded ol
5 D> iS00 Y Hlle eaumolis gedge ol

il L] 5 2 sl aame 5 il (slags lowials

. Comparison of Recall and Precision on Different Datasets

Recall (%)
s~ I Precision (%)

98.998.8 953984 99%0 57567, 977975 99.098.9 98.8919

performance (%)

BOT-IOT IOTNI 10123  MQTT MQTT-testNSL-KDD 10T-DS2
Dataset

ACgoe (59, ‘_gole,w..u J._\a Cowo g Cowlo> )lo9.o.§ 10 J.i.'b
iz gleosls

odds Lyl AV 5l o oslsacgeme (oles jo Joo G
Senpe g o3 slajlate Fp pals Sl gedge onl sl
ol 5 el Hlmial slaylid) Slulids [0 etaw S cds
798.9 oo 799 sl L NSLKDD laosls acgaze
5 S sl Lo a4 oS cal axils 1y o Sloe o s



v oS 5 Jogly5 sole t Gros sa,li8 5, 5 (5235 (S eFol 55, b Ll Syl 15 (s lrinll ki sl aiedsn 5 (o5 Jon )

G Cod Gileiel goesls jo Lol sl (698 Sloy (slesls
c3s Masked AE U [29] 5g, o)l Gind ool b,
Ll WS o o g Ladl slaosls b3k ,o 5 5,0 £96.8
G55 By ouds dael aF Cudgase gl peris e o
MTD-AD L [30] g, 0l ansls solgiin by, 40 Cad
39 Lol ol pglie iy EMles 50 g o0ls @dl,1 1, %2959 s

318 golgiinn Joe 4 S (55505 0 )Shes e S

L [32] ), Ken g cgol g,y aiile b Jow 50 a5 J> o
798.1 =85 a4, Walrus o 55 § souzey aSd (i cuS 5
agie il cel lag] 6 lore YL (Souzes wiladl cuvs
099y A S (55 S8 ol Sl aS il ouls  Slewlxe

Aol anils golgiiy
110 Comparison ot Proposed Model Accuracy with Other Methods
105

100-

95 \/\/\/-/\/
90
85
80

—_ . . e e P e e e e e

i

Lin et al.
Lee et al. [1
wukh et al.
ddy et al.
etos et al.
rrma et al.
Alwaisi
gala et al.
ral. (2025)
Aruna
Behera
Edwin
yposed Method

Gt loogy ylo b anlio 1 K&

Sl 2L delos goleiinn oo (o5 5 Cople w az g b
coLKS 16 4 GPU Tesla T4 L Google Colab iwo (59,
Sl oolorin Joo JelS (53900 oyley iless plosl RAM
Sl cwd loy 5 a8 YV sgu> 10T-DS2 ooloacgass
el oals 5)1E adl VY sgas wyax diged Veseee
5 Losloa olass L 555 iS50, 5y oy Foe
(ized Sl O(1 X d?) o Oygod d Sy ol
2 el S 2R L (295 RSk e sl ol
OM*n*d) plp m cad ools o5lasl g M Lo Jue sloxd

Dgy dalez
(P95 9 Gres Cosle Jdoa woleidn Joe (nl 4z 5
Ghls 0000 pueal co o sl goolw la g, 4
5l 5 VL 28 Ll el 6l Sl aza
25 bogdlear Sjluoe piyazsi | by (nl (23 lasa
‘_.;Lmo)f B é.gL:.o g.é)m )9y b A.J LgL(::o)f L J..\A 6‘)—'." L

alio s gy 2w b awslio -5-5

Fros 2955 S50k olons b ooleiiy Juo 1 S5 0
el 00l e plo 4 Cond (VL B S @ G50
4 IoT slaools degomme jo (golpiinn Jow Cdoidiged sly
ML sl 50 sla oo yiis 5l a5 cenl 98 oYL IS 5b
s 793.0 |, [24] CNN Lite  #97.2 L [17]Ensemble
Smart ¢ Industrial IoT sile > slaojs> ;o Cuwl €85
Graph-ResNet + Hawk-Bee (yg2r02 gaass sla Joe (Grid
Joe 4 Seop b ieS Ll YU eds [29] MTD-AD , [20]

5l Lo (goleaion

oele 5 xS0l Joo (niz oS5 5l a5 gy [17] egsy
Sglds ol el a4l cews% 972 Cds 4 wo,S colaul
@olgiiny (55lone ;5 00 plonil sl jlusaigy ,3b ooums s
345 Ceul Sy sl bl g5l 03l o ol ol
el 005 299.3 s 4 yorie g ot Jleel (soleiin Lbs,
&l p ResNet sloaSics 3 (oac SIS 51 Jaw ol [18] 4o
O3S o ol a0 saSis o bl sle sl Lo
2 Glexe cpl diz e ols goleiing (N, 3l (g yeS Zds
Sz bl wS Jeo 350 Sy Ly, Sl
S, (oYL Slwle

5 Graph-ResNet oS 5 s,loxo L [20] jo 5 5 (50,
Al caws 798.3 8 4 Hawk-Bee i ;¢3!

Jolss jlotigs 5 29,5 wozlr 658 4 L [22] agy,
O Cad G omb o, Sles [same a5 oy 197.9 cés 4

D)l pol> b,

5 Slolme anje uals Sua b o5 [24] o lats,
gzl 5 el by wizs wilas (b (g5l
Sy gl sleay o s s 4 bl wijls g
SFomb <85 (ilsiel slaosls culin o oo pas g (Bree
Wl03,5 cnSholeiiiy by, 4 Sans

S 1) 94T 28y oS lie Gees 5 x50b LI19T i,
caeeis 5o Ll el ke ogas gy Lis o 5 03
s eoleiie by 4 Cumd ez slaglnial
3 791.7 cds 3 DPS-DL S (5 lone b [23] 39,0l
oleriy by @ Cond (S pd g odizmn laosls JloS

Syl gl o

sdewy 94,6 s 4 2SO s GANN oS 5 L [25] 2,
[26] P9y Sewg pg, <ds cdl b foT DR e ﬁ‘ﬁ > L
Lo 0 g 09,5 oS £96.7 =ds AE+LSTM+CNN L



¥ 0 lous [N 0598 NF+F Jlo [ g sl 3 (Saig 151 iy

m

[4] P. Sethi and S. R. Sarangi, “Internet of Things:
Architectures, Protocols, and Applications,” Journal of
Electrical and Computer Engineering, vol. 2017, no. 1, p.
9324035, 2017.

[51 Q. Meng, H. Wang, C. Zhang, and Y. Song,
“Embedding Chips Over the Air: Rethink IoT Architecture
for Ubiquitous Sensing,” IEEE Transactions, 2025

[6] A. Heidari and M. A. J. Jamali, “Internet of Things
Intrusion Detection Systems: A Comprehensive Review
and Future Directions,” Cluster Computing, vol. 26, no. 6,
pp. 3753-3780, 2023

[7] S. H. Rafique, F. M. Malik, F. F. Hassan, M. A. Shuja,
and J. J. P. C. Rodrigues, “Machine Learning and Deep
Learning Techniques for Internet of Things Network
Anomaly Detection—Current Research Trends,” Sensors,
vol. 24, no. 6, p. 1968, 2024.

[8] D. Adhikari, S. Bhusal, P. Pokharel, and J. Hu, “Recent
Advances in Anomaly Detection in Internet of Things:
Status, Challenges, and Perspectives,” Computer Science
Review, vol. 54, p. 100665, 2024.

[9] E. Krzyszton, I. Rojek, and D. Mikotajewski, “A
Comparative Analysis of Anomaly Detection Methods in
IoT Networks: An Experimental Study,” Applied Sciences,
vol. 14, no. 24, p. 11545, 2024.

[10] Q. Abu Al-Haija and M. Al-Dala’ien, “ELBA-IoT:
An Ensemble Learning Model for Botnet Attack Detection
in IoT Networks,” Journal of Sensor and Actuator
Networks, vol. 11, no. 1, p. 18, 2022.

[11] D. Vasan, M. Alazab, S. Venkatraman, J. Akram, and
Z. Qin, “MTHAEL: Cross-Architecture IoT Malware
Detection Based on Neural Network Advanced Ensemble
Learning,” IEEE Transactions on Computers, vol. 69, no.
11, pp. 1654-1667, 2020

[12] F. Khan, M. A. Jan, R. Alturki, M. D. Alshehri, S. T.
Shah, and A. ur Rehman, “A Secure Ensemble Learning-
Based Fog-Cloud Approach for Cyberattack Detection in
IoMT,” IEEE Transactions on Industrial Informatics, pp.
1-9, 2023

[13] Y. Alotaibi and M. Ilyas, “Ensemble-Learning
Framework for Intrusion Detection to Enhance Internet of
Things Devices’ Security,” Sensors, vol. 23, no. 12, p.
5568, 2023.

[14] A. R. Gad, H. A. Hefny, M. A. Elsisi, and R. A.
Ramadan, “A Distributed Intrusion Detection System
Using Machine Learning for IoT Based on ToN-IoT
Dataset,” International Journal of Advanced Computer
Science and Applications, vol. 13, no. 6, 2022.

[15] J. B. Awotunde, T. O. Olwal, O. A. Osanaiye, S.
Misra, and R. D. Botha, “An Ensemble Tree-Based Model
for Intrusion Detection in Industrial Internet of Things
Networks,” Applied Sciences, vol. 13, no. 4, p. 2479, 2023.

[16] S. Huda, J. Abawajy, M. M. Hassan, A. Almogren,
and A. Gani, “Securing the Operations in SCADA-IoT
Platform Based Industrial Control System Using Ensemble
of Deep Belief Networks,” Applied Soft Computing, vol.
71, pp. 66-77,2018 .

[17] Y.-C. Lin, C.-Y. Lee, and C.-H. Tsai, “Diverse
Machine Learning-Based Malicious Detection for

ST, 9 g mFazi—6

» @l ol @y g ozl S Al ()
s GlyliShe, oS wlul  Lsl ozl gladae
b oolering Joo ol all (o295 6550k 3,09, 5 Bee
5 NS5, Sl sl )5 (Ihy sl Bl 2554
WPNN sPNN « MLP et S5 sl s3] 5 ool
5 LSy YL o2 (Ojlyel slaosls b agrlye ;o sy
Jol> i e las og5 1 YL SIS caslisnl Odlas
«NSL-KDDalox ;| iize ooloacgozme Cuid (53, » iolosl
oled jo 0aldl )l gz l> oS ols lis T0T-23 gBoT-loT
Ol Sl £ SRR 1 e (180 k(50 Shae oy i
AUC polie fizen ol 00)5] Caws a5 QIS Lt § it
Sl oo 5 ol Gl Jol 5 - QA L - AD o3l 4o
ORIl 5 eaezm Gl bl plulid o Joe YL g

el 2Bl gl jo (g pmdoleiel

Sndypaet @ OlFs $lerdn Joo daz p sLlse alox ]
2 Ssel ploy Gl on s gt slaosls iy o YL
Graph Neural , s oduzy o loxe L awslis
5 Sy D> pluls o ollg ¢ Networks
9 Slwls anza 2alS (nl pogdle 0,5 o)lal (slal> ponix
shos G95)) @Mz g g slaosls )3 0 Shes (5 Il
330 el 4 5l Jl ol bl ol
Sl B e S 9 adsl sl
D9 o0 Dgaie (s3liiay by, Shel slacusgas

5 slailuyuiz slecols I Slosa sl Joe anwgy cslol 4o
5 T 5,50l sl g, (b« IoT sleosls alisee glyl
slasyskd b pleol (adly 0los jo Gluyzs,8 sl B 5Luss>
5 wieder slalypld s Gm L Rl (g Sl
L slaoliiws jo Slale mlie 5 551 Sras lodie
Sladon aied)yl Gl e Wlg oo )l PElCS Codgame

RV Ren|

&l =7

[1] A. Colakovi¢, B. Karahodza, and A. H. Dzubur, “QoS-
Aware [oT Framework for Performance Control and
Resource Management,” IntechOpen, 2025

[2] I. Rozlomii, A. Yarmilko, and S. Naumenko, “Data
Security of IoT Devices with Limited Resources:
Challenges and Potential Solutions,” Doors, vol. 3666, pp.
85-96, 2024

[3] N. Sharma and P. Dhiman, “A Survey on IoT Security:
Challenges and Their Solutions Using Machine Learning
and Blockchain Technology,” Cluster Computing, vol. 28,
p. 313,2025



Ty oS 5 Jogly5 sole t Gros sa,li8 5, 5 (5235 (S eFol 55, b Ll Syl 15 (s lrinll ki sl aiedsn 5 (o5 Jon )

IoT Environments,” in IEEE Conference on Intelligent
Systems, 2025.

[32] E. B. Edwin, S. Kumar, M. S. Ahmed, and P. P.
Reddy, “Ensemble of Deep Learning Models with Walrus
Optimization Algorithm for Botnet Detection,” Iran
Journal of Computer Science, 2025.

[33] H. Yan, J. Zhang, L. Wang, and Z. Chen, “MalAE: A
Feature-Optimized and Autoencoder Ensemble-Based
Method for IoT Malware Classification,” IEEE Internet of
Things Journal, 2025.

[34] H. Fan, S. Li, and Y. Liu, “Rule-Extracted Deep
Autoencoder for Interpretable Anomaly Detection in Smart
Cities,” Sensors, vol. 24, no. 5, p. 1231, 2025.

[35] R. Saranya and K. Rani, “An Ensemble Model for
Multilayer Deep Autoencoder in IoT Network Attack
Detection,” Computers, Materials & Continua, vol. 78, no.
1, pp. 155-170, 2025.

[36] T. Naith, A. Qamar, and H. Singh, “Distributed
Anomaly Detection in IoT Networks Using Self-
Organizing Deep Autoencoder Models,” Computer
Networks, vol. 237, 2025.

[37] R. Kumar, S. I. Immadisetty, and A. Patel, “Graph-
Based Deep Autoencoder Architecture for IoT Security,”
IEEE Access, vol. 11, pp. 112023-112036, 2023.

[38] A. Bezanjani, M. Hosseinzadeh, and M. F. Khoshrou,
“Blockchain-Integrated Convolutional Autoencoder for
IoT-Based Healthcare Systems,” Sensors, vol. 23, no. 9, p.
4120, 2023.

[39] Y. Wu, L. Liu, Y. Yu, G. Chen, and J. Hu, “Online
Ensemble Learning-Based Anomaly Detection for IoT
Systems,” Applied Soft Computing, vol. 173, p. 112931,
2025

[40] A. S. Abdullah, H. J. Sunil, and M. S. H. Nazmudeen,
"A new model to evaluate signature and anomaly based
intrusion detection in medical IoT system using ensemble
approach," SN Comput. Sci., vol. 6, no. 4, p. 347, 2025.

[41] J. P. Ntayagabiri, Y. Bentaleb, J. Ndikumagenge, and
H. El Makhtoum, “OMIC: A Bagging-Based Ensemble
Learning Framework for Large-Scale IoT Intrusion
Detection,” Journal of Future Artificial Intelligence
Technology, vol. 1, no. 4, pp. 401416, 2025.

[42] M. S. Rahman, 1. Khan, M. Z. A. Eidmum, P. Shaha,
B. Muiz, N. Hasan, and M. Rahman, “Stacked Ensemble
Method: An Advanced Machine Learning Approach for
Anomaly-Based Intrusion Detection System,” Statistics,
Optimization & Information Computing, 2025.

[43] M. U. Tanveer, K. Munir, M. Amjad, H. J. Alyamani,
A. Bermak, and A. U. Rehman, “LightEnsemble-Guard:
An Optimized Ensemble Learning Framework for Securing
Resource-Constrained [oT Systems,” IEEE Access, 2025

[44] N. Dashtifard, H. Mahmoud, M. Idrissi, and N.
Elmitwally, “Enhanced Anomaly Detection in Wireless 5G
Networks with Hybrid Learning Technique Using AWID3
Dataset,” Environments, vol. 2, no. 3, 2025.

[45] A. K. Tajari Siah Marzkouh, “Intrusion Detection
Model in Smart Homes Based on Principal Component
Analysis and Random Forest Classification,” Electron.
Cyber Def.,, vol. 12, no. 2, pp. 15-25, 2024. (in
Persian)dor:https://dor.isc.ac/dor/20.1001.1.23224347.140
3.12.22.2.

Industrial Control System,” Electronics, vol. 14, no. 10, p.
1947, 2025.

[18] S. J. Lee and 1. G. Lee, “Lightweight Federated
Learning-Based Intrusion Detection System for Industrial
Internet of Things,” ICT Express, vol. 11, no. 2, pp. 120—
128, 2025.

[19] A. Deshmukh, P. E. de la Rosa, R. V. Rodriguez, and
S. Dasari, “Enhancing Privacy in IoT-Enabled Digital
Infrastructure: Evaluating Federated Learning for Intrusion
and Fraud Detection,” Sensors, vol. 25, no. 10, p. 3043,
2025.

[20] D. R. Reddy, S. Ramani, D. Mohan, and L. Sahukar,
“Secure IoTNet: A Graph-Residual Adversarial Network
Integrated with Hawk-Bee Optimizer for Intrusion
Detection in IoT Wireless Networks,” International Journal
of Information Security, 2025.

[21] D. Papatsaroucha, E. K. Markakis, and D. Sygletos,
“Developing a Near-Real Time Al-Based Network
Intrusion Detection System,” Now Publishers, 2025.

[22] P. Verma, D. O’Shea, T. Newe, N. Mehta, and N.
Bharot, “ABIDS-VEM: Leveraging an Equilibrium
Optimizer and Data Ramification in Association with
Ensemble Learning for Anomaly-Based Intrusion
Detection System,” The Journal of Supercomputing, 2025.

[23] . Ali, M. Raza, S. Bakhet, and M. U. Saleem, “Deep
Learning Enabled Data Protection and Security (DPS)
Techniques for Intrusion Mitigation, and Network
Vulnerabilities Detection in the Internet of Things (IoTs),”
Annual Multidisciplinary Research Review, 2025.

[24] Z. Alwaisi, “Memory-Efficient and Robust Detection
of Mirai Botnet for Future 6G-Enabled IoT Networks,”
Internet of Things, vol. 21, 2025

[25] R. K. Suggala, J. Kumar, P. Jain, and B. K. Kumar,
“Blockchain Technology for Digital Twin Security in
Smart Grids Using Interpretable Generalized Additive
Neural Networks,” Peer-to-Peer Networking and
Applications, 2025

[26] W. Peng, H. Zhang, and Y. Liu, “Modeling Realistic
Adversarial Traffic Against Deep Learning-Based
Intrusion Detection System in Industrial IoT,” IEEE
Internet of Things Journal, 2025.

[27] T. M. Aruna, “Al-Driven Anomaly Detection in [oT
Time Series: A Hybrid Approach to Classification and
Feature Extraction,” Journal of Advancement in Data
Computational Science, 2025.

[28] M. Mashaly and H. Kamal, “Hybrid Deep Learning
Models-Based Anomaly Detection Method for Two-Stage
Binary and Multi-Class Classification of Attacks in
Intrusion Detection,” Algorithms, vol. 18, no. 2, p. 69,
2025.

[29] E. Li, Z. Shang, O. Giingor, and T. Rosing, “SAFE:
Self-Supervised Anomaly Detection Framework for
Intrusion Detection,” arXiv preprint, arXiv:2502.07119,
Feb. 2025.

[30] D. D. Kim and M. R. Asghar, “MTD-AD: Moving
Target Defense as Adversarial Defense for Anomaly
Detection in IoT,” IEEE Transactions on Dependable and
Secure Computing, 2025.

[31] S. Behera and N. Padhy, “Classification Algorithms
for Pump Control and Optimization Using Autoencoders in


https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.2.2.2
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.2.2.2
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.2.2.2
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.2.2.2
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.2.2.2
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.2.2.2

¥ 0 Lot [N 0598 VF+F Sl [ g asliv 5 (oSaig Sl aiblusy

Yy

[54] 1. Ullah and Q. H. Mahmoud, “A Scheme for
Generating a Dataset for Anomalous Activity Detection in
IoT Networks,” in Advances in Artificial Intelligence
(Lecture Notes in Computer Science), vol. 12109, C.
Goutte and X. Zhu, Eds. Cham, Switzerland: Springer,
2020, pp. 508-520

[55] I. Ullah and Q. H. Mahmoud, “Design and
Development of a Deep Learning-Based Model for
Anomaly Detection in IoT Networks,” IEEE Access, vol.
9, pp- 103906-103926, 2021.

[56] M. Tavallaee, E. Bagheri, W. Lu, and A. A. Ghorbani,
“A Detailed Analysis of the KDD CUP 99 Data Set,” in
Proc. IEEE Symp. Comput. Intell. Security Defense
Applications, Jul. 2009.

[57]1 N. Koroniotis, N. Moustafa, E. Sitnikova, and B.
Turnbull, “Towards the Development of Realistic Botnet
Dataset in the Internet of Things for Network Forensic
Analytics: Bot-lIoT Dataset,” Future Generation Computer
Systems, vol. 100, pp. 779-796, Nov. 2019.

[58] H. Kang, D. H. Ahn, G. M. Lee, J. D. Yoo, K. H.
Park, and H. K. Kim, “IoT Network Intrusion Dataset,”
IEEE Dataport, Tech. Rep.,2020.

[59] A. Parmisano, S. Garcia, and M. J. Erquiaga, “IoT-23:
A Labeled Dataset with Malicious and Benign IoT
Network Traffic,” Stratosphere Laboratory, Praha, Czech
Republic, Tech. Rep., 2020.

[60] H. Hindy, E. Bayne, M. Bures, R. Atkinson, C.
Tachtatzis, and X. Bellekens, “Machine Learning Based
IoT Intrusion Detection System: An MQTT Case Study
(MQTT-I0oT-IDS2020 Dataset),” in Proc. Int. Networking
Conf., 2020, pp. 73-84

[61] L. Vaccari, G. Chiola, M. Aiello, M. Mongelli, and E.
Cambiaso, “MQTTset: A New Dataset for Machine
Learning Techniques on MQTT,” Sensors, vol. 20, no. 22,
p- 6578, Nov. 2020.

[46] A. Karimi and M. R. Khosravi Farsani, “Improving
the Accuracy of Code Smell Detection Using the Gray
Wolf Algorithm Based on Machine Learning and Majority
Voting Techniques,” Electron. Cyber Def., vol. 12, no. 1,
pp. 109-122, 2024. (in
Persian).dor:  https://dor.isc.ac/dor/20.1001.1.23224347.1
403.12.1.9.7.

[47] M. Khurram and M. Rahmani Manesh, “DDOS
Attack Detection System Using Clustering Method and
Active Learning Approach,” Electron. Cyber Def., vol. 11,
no. 3, pp- 101-118, 2023. (in
Persian).dor: https://dor.isc.ac/dor/20.1001.1.23224347.14
02.11.3.10.5

[48] M. Hesabi and M. De Pierre, “An Improved Method
for Detecting Malware Attacks in Cloud Computing Using
Crowd Learning,” Electron. Cyber Def., vol. 10, no. 4, pp.
33-39, 2023. (in Persian).dor:
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4

[49] K. A. Alaghbari, H. S. Lim, M. H. M. Saad, and Y. S.
Yong, “Deep Autoencoder-Based Integrated Model for
Anomaly Detection and Efficient Feature Extraction in IoT
Networks,” 10T, vol. 4, no. 3, pp. 345-365, 2023

[50] K. N. Singh et al, “LSTM Based Stacked
Autoencoder Approach for Time Series Forecasting,” J.
Indian Soc. Agric. Stat., vol. 77, pp. 71-78, 2023.

[51] E. Tsogbaatar et al., “DeL-IoT: A Deep Ensemble
Learning Approach to Uncover Anomalies in IoT,”
Internet of Things, vol. 14, p. 100391, 2021.

[52] M. Kusy and P. A. Kowalski, “Weighted Probabilistic
Neural Network,” Information Sciences, vol. 430, pp. 65—
76, 2018.

[53] 1. Ullah and Q. H. Mahmoud, “A Technique for
Generating a Botnet Dataset for Anomalous Activity
Detection in IoT Networks,” in Proc. IEEE Int. Conf.
Systems, Man, and Cybernetics (SMC), Oct. 2020.


https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.1.9.7
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.1.9.7
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.1.9.7
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.1.9.7
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.1.9.7
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.1.9.7
https://dor.isc.ac/dor/20.1001.1.23224347.1403.12.1.9.7
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.10.5
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.10.5
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.10.5
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.10.5
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.10.5
https://dor.isc.ac/dor/20.1001.1.23224347.1402.11.3.10.5
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4
https://dor.isc.ac/dor/20.1001.1.23224347.1401.10.4.4.4


  F e a t u r e _ E x t r a c t i o n ( i n p u t _ p a t h )


  r a w _ d a t a   ←   L o a d D a t a ( i n p u t _ p a t h )


  p r e p r o c e s s e d _ d a t a   ←   P r e p r o c e s s ( r a w _ d a t a )


  f e a t u r e s _ S A E   ←   S A E _ E n c o d e r ( p r e p r o c e s s e d _ d a t a )


  f e a t u r e s _ D A E   ←   D A E _ E n c o d e r ( f e a t u r e s _ S A E )


  o p t i m i z e d _ f e a t u r e s   ←   D y n a m i c _ F e a t u r e _ S e l e c t o r ( f e a t u r e s _ D A E )


  o p t i m i z e d _ f e a t u r e s


  f e a t u r e s   ←   f o r w a r d _ p a s s   t h r o u g h   t r a i n e d   S A E


  f e a t u r e s


  D A E _ E n c o d e r ( i n p u t )


  D A E


  f e a t u r e s   ←   c o m p r e s s e d _ o u t p u t   f r o m   t r a i n e d   D A E


  f e a t u r e s


  D y n a m i c _ F e a t u r e _ S e l e c t o r ( f e a t u r e s )


    F  i


  a c t i v a t i o n _ w e i g h t   ←   c o m p u t e _ a c t i v a t i o n (   F  i )


  a c t i v a t i o n _ w e i g h t   <   t h r e s h o l d


    F  i


  f e a t u r e s


  f i l t e r e d _ f e a t u r e s


    X  n =  {   x 1   . x 2 . … .   x  n } .     X  n ∈  ℝ  n


    X  n ′ =  {   x 1 ′ .   x 2 ′ .   … .   x  n ′ }


    F  n =  {   f 1 .   f 2 . … .   f  n }


   h  n


    E  n = f (   W 1   X  n +   b 1 )


  f


    W 1


    b 1


    X  n ′ = g (   W 2  h  n +   b 2 )


  g


    W 2


    b 2


    x  i


    c  k


  p ( 𝒙 ∣   𝒙  i .   C  k ) =  1  𝜎 𝜔  (   𝒙 −   𝒙  i  𝜎 )


    x  i


    c  k  t h


    c  k  t h


      f ˆ    C  k ( 𝒙 ) =  1    n    C  k 𝜎   ∑  i = 1    n    C  k   𝜔  (   𝒙 −   𝒙  i  𝜎 )


    n    C  k


    C  k


  𝜔 ( ⋅ )


  p ( 𝒙 ∣   𝒙  i .   C  k ) =     w  i  𝜎 𝜔  (   𝒙 −   𝒙  i  𝜎 )


    w  i


    𝒙  i


      f ˆ    C  k ( 𝒙 ) =  1    ∑  i = 1    n    C  k       w  i 𝜎   ∑  i = 1    n    C  k     w  i ⋅ 𝜔  (   𝒙 −   𝒙  i  𝜎 )


    n    C  k


    C  k


    C  k


  f    ˆ    C  k  ( 𝒙 ) =  1    ∑  i = 1    n    C  k    w  i   d e t ⁡   ( 𝑯 )       ∑  i = 1    n    C  k    w  i     ⋅  1    s  i  N k  (      ( 𝒙 −   𝒙  i )  T   𝑯  − 1    s  i )


   h  j


    s  i


  i k ( ⋅ )


  𝒙


  c ( 𝒙 ) = a r g ⁡   m a x  k       f ˆ    C  k ( 𝒙 )


    w  i


    C  k


    w  j =  1  ‖   𝒂  j  ‖  n   𝒂  j .     𝒂  j =    [  1    P  j   ∑  p = 1    P  j     ‖ 𝛻     f ˆ  j  ( p . r )  ‖  n 2 ]  1 / 2


    𝒂  j


  j


    P  j


  j


  𝛻     f ˆ  j  ( p . r )


  p


  {   M 1 .   M 2 .   M 3 .   M 4 }


  y


  y = a r g ⁡   m a x  c ∈ C     ∑  j = 1 4     𝛼  j ⋅   p  j ( c ∣ 𝒙 )


    𝛼  j


  j


    p  j ( c ∣ 𝒙 )


  c


  j


  C


    M  j


  𝒙


    𝒑  j ( 𝒙 ) =  [   p  j (   c 1 ∣ 𝒙 ) .   p  j (   c 2 ∣ 𝒙 ) . … .   p  j (   c  K ∣ 𝒙 ) ]


  K


    𝛼  j


    ∑  j = 1 4     𝛼  j = 1 .     𝛼  j ≥ 0


    y ∗


    y ∗ = a r g ⁡   m a x  c ∈ {   c 1 . … .   c  K }     ∑  j = 1 4     𝛼  j ⋅   p  j ( c ∣ 𝒙 )


  A c c u r a c y =   ( T P + T N )  ( T P + F P + T N + F N )


  P r e c i s i o n =   T P  ( T P + F P )


  R e c a l l = S e n s i t i v i t y =   T P  ( T P + F N )


  F 1   s c o r e = 2 ×    ( P r e c i s i o n × R e c a l l )   ( r e c i s i o n + R e c a l l )


  F P R =   F P  ( F P + T N )


  F N R =   F N  ( F N + T P )


  O ( l ×   d 2 )

