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In the digital age, passwords remain one of the primary methods of
authentication in information systems. Despite their critical role in
protecting personal and organizational data, the use of weak
passwords such as those that are overly simple, short, or repetitive
poses a significant threat to cybersecurity. This study proposes a
machine learning-based approach to enhance the accuracy of
password security assessment. The proposed method consists of
three main steps: preprocessing, new feature extraction and
password classification. In this study, a dataset with 669,880
passwords is analyzed. First, in the preprocessing step, operations
such as removing missing data, encoding text to number, and fixing
the problem of unbalanced classes using smote are performed. After
data cleaning, 10 new features are extracted from each password.
Finally, the processed dataset is partitioned for training and testing
operations and strength classification of passwords are predicted
using various machine learning classifiers such as Decision tree,
Random Forest, XGBoost, Logistic regression and others.
Experimental results shows that the Random Forest and XGBoost
algorithms achieved the highest F1-score with values of 99.665%
and 99.642% respectively rather than other models. The outcome of
this research is a scalable and efficient framework for identifying
password vulnerabilities and reinforcing security policies in digital
systems. This framework can play a key role in designing robust
passwords and mitigating the risk of unauthorized access.
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1. Introduction

Passwords are the most fundamental authentication tool in information systems, making their security a
critical concern [1]. With increasing cyber threats, attackers employ sophisticated techniques to breach
password protection [2]. The quality of user-chosen passwords significantly impacts system security, yet
users struggle to create passwords that are both memorable and resistant to attacks [3]. Behavioral factors
like using common terms and reusing passwords exacerbate this weakness [4]. Traditional password
strength evaluation methods are insufficient, necessitating more advanced solutions. Machine learning
(ML) offers a promising approach, enabling analysis of complex features and identification of hidden
patterns in passwords [5]. ML algorithms can classify passwords by considering length, character
composition, sequential patterns, and structural complexity [6]. This study aims to design an intelligent
framework for classifying password strength using ML algorithms. The main contributions include:

e Utilizing a large dataset of 669,880 labeled passwords

e  Extracting ten novel structural features,

e Evaluating seven ML classifiers,

e Applying SMOTE for class balancing,

e Presenting a deployable framework for real-world authentication systems.

2. Methodology
The proposed methodology for identifying password strength consists of three main stages: preprocessing,

feature extraction, as explained in the following subsections.
2.1. Dataset Description

This research utilizes a publicly available dataset from Kaggle, comprising 669,880 records. Each record
contains two primary features: the password as a text string and its strength as an integer label, categorized
into three classes: weak (0), medium (1), and strong (2). Sample passwords include "123456" (weak),
"kzde5577" (medium), and "StrongP@ss!1" (strong). This dataset was chosen for its high volume, sample

diversity, and accurate labeling, providing a suitable foundation for password security research.
2.2. Data Preprocessing

The preprocessing phase began with data cleaning by removing any missing or null values to ensure data
quality. Since machine learning algorithms cannot process raw text directly, each password was converted
into a numerical format using ASCII encoding. In this method, every character in a password is mapped to
its corresponding ASCII code, transforming each password into a list of numerical values that represent its
constituent characters.

Initial analysis of the dataset revealed a significant class imbalance problem. The 'medium' strength class
contained considerably more samples (496,801) compared to the 'weak' class (89,701) and the 'strong'
class (83,137). This imbalance could bias machine learning models toward the majority class, leading to
poor generalization for minority classes. To address this issue, the Synthetic Minority Over-sampling
Technique (SMOTE) was applied. SMOTE generates synthetic samples for the minority classes by
interpolating between existing samples and their nearest neighbors, rather than simply duplicating existing

data. This approach creates new, realistic password samples for the weak and strong classes, resulting in a
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perfectly balanced dataset with an equal number of samples (496,801) for all three strength categories.
This balancing ensures that the trained models learn equally from all classes and generalize better to

unseen data.
2.3. Feature Extraction

To enrich the dataset and improve model learning, ten novel structural features were extracted from each
password. These features were specifically designed to capture the complexity, patterns, and distinguishing
characteristics that differentiate weak, medium, and strong passwords. The extracted features include:
e Password length: Total number of characters in the password, as longer passwords are generally
more secure.
e Uppercase count: Number of uppercase letters, indicating character diversity.
e Lowercase count: Number of lowercase letters.
¢ Digit count: Number of numeric characters (0-9).
e  Special character count: Number of non-alphanumeric characters such as !, @, #, $, etc.
e Palindrome property: A boolean feature indicating whether the password reads the same forwards
and backwards (ignoring case), which can indicate weakness.
e Sequential property: A boolean feature detecting whether the password contains sequential
patterns like "123", "abc", or "qwerty" that are easily guessable.
e Repetition property: A boolean feature identifying whether any character repeats within the
password, as excessive repetition weakens security.
e Unique character count: Number of distinct characters in the password, measuring character
diversity.
e ASCII encoding: The numerical representation of the password as a list of ASCII values,
preserving the original character sequence information.
For example, for the password "AaBbCc123!!!121", analysis yields: length of 15 characters, 3 uppercase
letters (A, B, C), 3 lowercase letters (a, b, ¢), 6 digits (1,2,3,1,2,1), 3 special characters (!, !, !), palindrome
property is false (the string does not read the same backwards), sequential property is false (although "123"
appears, the entire password lacks consistent sequential order), repetition property is true (characters 1, 2,
and ! repeat), and unique character count is 10 (A, a, B, b, C, ¢, 1, 2, 3, !). These features collectively

provide a comprehensive representation of password structure and complexity.
2.4. Classification

After feature extraction, the dataset was split into training and testing sets using an 80/20 ratio, with 80%
of the data used for model training and 20% reserved for final evaluation. This split ensures that models
are trained on sufficient data while maintaining a separate unseen dataset for unbiased performance
assessment. Then seven even different machine learning classifiers such as Logistic Regression (LR), K-
Nearest Neighbors (KNN), AdaBoost, Decision Tree (DT), Gradient Boosting (GB), XGBoost, and
Random Forest (RF) were employed to predict password strength, representing a diverse range of
algorithmic approaches. Finally model performance was evaluated using standard classification metrics:

Accuracy (overall correct predictions), Precision (positive predictive value), Recall (sensitivity), and F1-
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score (harmonic mean of precision and recall). These metrics provide a comprehensive assessment of each

model's classification capability across all three password strength categories.
3. Results and Discussion

Table 1 presents the performance comparison of all models. Ensemble methods significantly outperformed
simpler models. Random Forest achieved the highest F1-score of 99.665%, followed closely by XGBoost
with 99.642%. Logistic Regression showed the weakest performance (92.67%) due to its inability to

model non-linear relationships.

Table 1. Performance comparison of classifiers

Algorithm Accuracy (%) | F1-Score (%)
Random Forest 99.672 99.665
XGBoost 99.653 99.642
Gradient Boosting 99.650 99.640
Decision Tree 99.560 99.553
KNN 98.380 98.340
AdaBoost 97.760 97.750
Logistic Regression 92.670 93.50

Table 2. Comparison with previous studies

Study Algorithm Accuracy (%)
Proposed method Random Forest 99.672
Proposed method XGBoost 99.653

Jiao et al. [7] RF & Naive Bayes 83.4
Nosenko et al. [8] RNN 83.0
Demenongo et al. [9] RF & Naive Bayes 94.1
Mallet et al. [10] SVM, RF, KNN 82.0
Pryoretal. [11] RF, SVM, Logistic regression 86.0
Anwer et al. [12] SVM, RF, DT 85.34

Table 2 compares our results with previous studies. Our Random Forest model achieved 99.672%
accuracy, substantially outperforming prior approaches (83.4% to 94.1%). This improvement validates the
effectiveness of our feature engineering and SMOTE balancing.

The superior performance of ensemble methods stems from their ability to combine multiple weak

learners, resist noise, prevent overfitting, and capture complex non-linear patterns in password data.

4. Conclusion
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This research successfully developed a machine learning framework for password strength classification.
Using ten structural features and SMOTE balancing, ensemble methods particularly Random Forest
(99.665% F1-score) and XGBoost (99.642% F1-score) achieved near-perfect accuracy, significantly
outperforming prior studies. The framework offers high accuracy, scalability, and deployability for real-
world authentication systems. Limitations include reliance on quantitative features and lack of semantic
analysis. Future work should explore hybrid approaches incorporating semantic analysis and deep learning

architectures.
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